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1.1 What we will learn Stas Bekman

1.1 What we will learn

First I'll give a short overview of mod_perl.

We will start thetutorial with mod_perl Coding Guidelines. I'll explain what are thalifferences
between scripts running under mod_cgi and mod_perl, what changes should be applied in o
make theexigentscripts run under mod_perl. Along with the porting notes I'll progdieldines for
a proper mod_pegrogranming.

The we will proceed to the biggest and the nimgtortant part --improving performance I'll explain

rder to

the details of tuning the mod_perl enabled server and the scripts running under it, SO you can squeeze

every ounce of the power from your server. I'll present sotitiéies helping tobencimark and then
make a fine tune of the server. These difierent bencimarks- they are notompamg mod_perl
with other aliketechnologies but different configurations of mod_perl servers, to guide you throug
the tuning process. | have to admpperformancetuning is a very hard task, and demands a lot
undestandng and expeaience but once you acquire thisiowledge- you can make a magic with
your server.

Before you start with mod_ pdristalation, you should see an overall picture of twisndeful tech
nology. There is more then one way to use mod_perl enabled webserver. You have to decid
mod_perl schema you want to use. I'll talk about picking the sityategy, by presening various
approaches and discussing the pros and cons of each one.

Once we know what fits ouequirenentsthe best, we need to know how to make a shorsanéss
ful instalation. Real WorldScenaios Implemertation is exactly this. You will get all thinplemen
tation details of thescenaios we have just talked about.

After that I'll talk about more indeptinstalation details.

When you learn how to setup a basic mod_perl enabled server, you will want to know about|
advancedconfiguration details. I'll talk about extendedonfigurations and variousconfiguration
exanples

Once you have a running server, you will want to start and stop it, prevent staweréswith help
of watcldogs learn how to run a personal webserver for eslebper. We cover it all here.

Databases? You have come to the right place -- I'll show you how to turn your databaséons
to persigent

Running an IS®ushessandplaming to extend your services, lpyoviding mod_perl services -- I'll
tell you whether it's a fantasy or reality.

Finally, I'll give you a list of relateéhformation resources, likéearring perlprogramming and SQL,
undestandng secuity, building databases and more. And the mogiortant -- how to get helped if
you are in trouble and need help.

-
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1.2 What prior knowledgeis required.

It is assumed that you know at least a basic perl and installed once the apache webserver.
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2.1 What is mod_perl

The Apache/Peiihtegraion project brings together the full power of the Redgranming language and

the Apache HTTP server. With mod_perl ipisssble to write Apache modules entirely in Perl, this lets
you easily do things that are matdfi cult or impossible in regular CGI programs, such as running sub

requests for example. bBddiion, the persigentinterpreterembediedin the server saves tloweheadof
staring anextenal perlinterpreter the penalty of Perl start-up time. A not leisportantfeature is code
caching, the modules and scripts are being loaded and compiled only once, then for the rest of the

server's

life the scripts are being served from the cache, thus server spends its time only to run the already loaded

and compiled code, which is very fast.

The primaryadvartagesof mod_perl are power and speed. You have full access tortheworkngs of
the web server and camnterveneat any stage afequest-procesyy. This allows for customizegrocess
ing of (to name just a few of the phasél}I->filenametrandation, authenicaion, responseenestion
and logging. There is very little run-tinmvehead In partiaular, it is notnecesary to start asepaate
process, as is often done with web-semersions The most wide-spread sueltersion mectanism,
the Common Gatewalnterface (CGl), can be replaced entirely with perl-code that handles the resp

bnse

genedtion phase of requegirocessg. Mod_perl includes 2 general purpose modules for this purpgse:

Apache::Registry , Which cantrangarently run exising perl CGI scripts anépache::PerlRun
which does a similar job but allows you to run “dirtier” (to some extent) scripts.

You canconfigure your httpd server and handlers in Perl. You can even define youcawfiguration
diredives

Many people wonder and ask “How much gberformanceimprovementdoes mod_perl give?”. Well, it
all depends on what you are doing with mod_perl possbly who you askDevebpers report speed
boosts from 200% to 2000%. The best way to measure is to try it and se@uiselfl (see
[http://perl.apache.org/tidbits.hfrmhdhttp://perl.apache.org/storig®lr the facts)

;0)
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mod_perl tutorial: mod_perl Coding Guidelines 3.1 Exposing Apache::Registry secrets

3.1 Exposang Apache::Registrysecrets

Let's start with some simple code and see what can go wrong with it ,detect bugs and debug them,
possble caveats and how to avoid them.

| will use a simple CGI script, thatitializesa $counter to 0, and prints its value to the screen whil
incremening it.

counter.pl:

#!/usr/bin/perl -w
use strict;

print "Content-type: text/htmI\r\n\r\n";
my $counter = 0;

for (1..5) {
increment_counter();

}

sub increment_counter{
$counter++;
print "Counter is equal to $counter !<BR>\n";

You would expect to see an output:

Counter is equal to 1!
Counter is equal to 2 !
Counter is equal to 3 !
Counter is equal to 4 !
Counter is equalto 5!

And that’'s what you see when you execute this script at first time. But let’s reload it a few times..
suddenly after a few reloads the counter doesn'’t start its count from 5 anymore. We continue to relg
see that it keeps on growing, but not steadily 10, 10, 10, 15, 20... Weird...

Counter is equal to 6 !
Counter is equal to 7!
Counter is equal to 8 !
Counter is equal to 9 !
Counter is equal to 10!

We saw twoanomdies in this very simple scriptunexpectedgrowth of counter over 5 aridcorsigent
growth over reloads. Letiavedigatethis script.

First let's peek into amrror_log  file... what we see is:
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3.1 Exposing Apache::Registry secrets Stas Bekman

Variable "$counter" will not stay shared
at /home/httpd/perl/conference/counter.pl line 13.

What kind of error is this? We should ask perl to help us. I'm going to enable a sigiakics mode,
by adding at the top of the script:

use diagnostics;

Reloadng againerror_log  shows:

Variable "$counter” will not stay shared at
/home/httpd/perl/conference/counter.pl line 15 (#1)

(W) An inner (nested) named subroutine is referencing a lexical
variable defined in an outer subroutine.

When the inner subroutine is called, it will probably see the value of
the outer subroutine’s variable as it was before and during the

*first* call to the outer subroutine; in this case, after the first

call to the outer subroutine is complete, the inner and outer
subroutines will no longer share a common value for the variable. In
other words, the variable will no longer be shared.

Furthermore, if the outer subroutine is anonymous and references a
lexical variable outside itself, then the outer and inner subroutines
will never share the given variable.

This problem can usually be solved by making the inner subroutine
anonymous, using the sub {} syntax. When inner anonymous subs that
reference variables in outer subroutines are called or referenced,

they are automatically rebound to the current values of such

variables.

Actually perl detected alosure which issomaimesa wanted effect, but not in our case (peddoc
perlsub  for more informaion about closures). Whilgliag nostics .pm someimes is handy for
debuging purpose - idragically slows down your CGI script. Make sure you remove it in yowoduc
tion server.

Do you see aested namedsubroutine in my script? | do not!!! What is going on? | suggest to report
bug. But wait, may be a periterpretersees the script in differentway, may be the code goes throug
some changes beforeattwally gets executed? The easiest way to check whatiglly happeing is to
run the script withdebuger, but since we must debug it when it's being executed by the server, no
debuging process wouldn’t help, for we have to invoke dedugyer from within the webserver. Luckily
Doug wrote ampache::DB module and we will use it to debug my script. I'll dm@n-inteadively
(while you can debumteradively with Apache::DB ). | change mynttp.conf  with:

=

rmal
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PerlSetEnv PERLDB_OPTS "NonStop=1 Linelnfo=/tmp/db.out AutoTrace=1 frame=2"
PerIModule Apache::DB
<Location /perl>
PerlFixupHandler Apache::DB
SetHandler perl-script
PerlHandler Apache::Registry::handler
Options ExecCGl
PerlSendHeader On
</Location>

Comment outuse diag nostics ;’, restart the server and call theunter.pl from your browser.
On the surface nothing changed - we still see the correct output as before, but two things happens

d at the

baclground first -- the/tmp/db.out was written, with a complete trace of the code that was executed,

second -error_log  file showed us the whole code that was executed as a side effepbdhg the
warning we saw beforéZ/ari able "$counter" will not stay shared at (eval 52)
line 15... .lInany case that's the code thatwally is being executed:

package Apache::ROOT::perl::conference::counter_2epl;
use Apache gw(exit);
sub handler {

BEGIN {
$"W=1;
I
$W=1;

use strict;
print "Content-type: text/htmi\r\n\r\n";
my $counter = 0;

for (1..5) {
increment_counter();

}

sub increment_counter{
$counter++;
print "Counter is equal to $counter !<BR>\n";

}
}

What do we learn from thdiscowering? First that every cgi script is being cached under a package wik
name is compounded frompache::ROOT:: prefix and therelaive part of the scripts URL
(perl::confer ence :.counter_2epl ) by repladng all occurencesof / with :; . That's how
mod_perl knows what script should be fetched from cache - each script is just a package with &
subrodine namedhandler . Now you undestand why diag nostics pragma talked about inner
(nested)subrotine - incre ment_counter is actually a nested sub. In every script eaciorodine is
nested inside thieandler subrodine.

The workaround is to use global declavadiables with vars pragma.

10se

single
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# !usr/bin/perl -w
use strict;
use vars gw($counter);

print "Content-type: text/htmI\r\n\r\n";
$counter = 0;

for (1..5) {
increment_counter();

}

sub increment_counter{
$counter++;
print "Counter is equal to $counter I<BR>\n";

}

There is no morelosure  effect, since there is noy() (lexically) definedvariable being used in the
nestedsubrodine.

Another approach is to use fultpiaified variables which is even better, since less memory will be usg
but it adds amveheadof extra typing:

#!/usr/bin/perl -w
use strict;

print "Content-type: text/htmI\r\n\r\n";
$main::counter = 0;

for (1..5) {
increment_counter();

}

sub increment_counter{
$main::counter++;
print "Counter is equal to $main::counter !<BR>\n";

}

Now let's proceed to the second mystery. Why did weiseasigent results ovemumepus reloads.
That's very simple. Every time a server gets a request to process, it handles it over orghitdrig
geneally in a round robin fashion. So if you have 10 httbéldrenalive, first 10 reloads might seem tg
be correct. Since the closure starts to effect from the semsimbacaion, conseguentreloads return
unexpectedresults.Moreover children don’t serve the same request alwagssguently, at any given
moment one of thehildrencould serve more times the same script than any other. That's why we
that strangdehavor.

A workaround is to run the server in a single server mode. You achieve timgaing the server with
-X parangter (httpd  -X). Since there is no other servdchildre running - you will detect the
problem on the second reload. But before that leetter _log  to help you detect most of tipessble

errors - most of thavarnngs can become errors, so you better make sure to check every warning t
being detected by perl, apdobebly to write the code in a way, that none of derningswill show up in
theerror_log . If yourerror_log file is being filled up with hundreds of lines on every sdiripb-

saw

nat is
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mod_perl tutorial: mod_perl Coding Guidelines 3.2 Sometimes it Works Sometimes it Does Not

cation - you will have a problem to locate and notice prablems

Of course none of thevarnings will be reported if the warninghnechanism will not be turned ON. With
mod_perl it is alsgpossble to turn onwarrings globally via the PerWarn diredive, just add into a
httpd.conf

Perlwarn On

You can turn it off within your code witlocal ~ $*W=0. on the local basis (or inside the block). If yo
write $*W=0 you disable the warning mod®erywhereinside the child$*"W=1 enables it back. So if
perl warns yolsomeavhereyou sure it's not a problem, you can locally disable the warning, e.g.:

[snip]
# we want perl to be quiet here -
# we don’t care whether $a was initialized
local $"W = 0;
print $a;
local $"W = 1;
[snip]

Of course this is not a way to fimitialization and otheprodems butsomdimesit helps.

While having a warning mode turn€xh is a must in aevebpmentserver, you better turn globally Off

in aprodudion server, since if every CGI scrigeneatesonly one warning per request, and your serv
serves millions of requests per day - your log file will eat up all of your disk space and machine wi
My produdion serves has thellowing diredive in thehttpd.conf

Perlwarn Off

While we are talking about control flags, another even nmoportant flag is-T which turnsOn the
Taint modeOn. Since this is very broad topic I'll not discuss it here, but if you aren’t forcing all of y
scripts to run undefaint mode you are looking for a trouble (alwagsnenber aboutmalicious users).
To turn it on, add tdittpd.conf

PerlTaintCheck On

3.2 Somdimes it Works Somdimes it DoesNot

When you start running your scripts under mod_perl, you mightyfinaself in situation where a script
seems to work, bigomeimesit screws up. And the more it runs without a restart, the more it screws
Many times you can resolve this problem very easily. You have to test your script under a server r
in a single process modettpd  -X).

Geneally the problem you have is of using glokatiables Since globalariablesdon’t change from one
scriptinvocdion to another unless you change them, you can find your scripts do “fancy” things.

The first example is amazing -- Web Services. Imagine that you enter some site you have your acc
(Free Email Account?). Now you want to see what other users read.

—

el

| die.

pur

up.
iNning

bunt on
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3.2 Sometimes it Works Sometimes it Does Not Stas Bekman

You type in your name and passwd, and you expect to enter to your account, but instead you enter the

account of someone else. This is cool isn't it? Is it a bug or feature. (For some of us it's a feature
for others it’s a bug.) You say, why in the world does this happen? The answer is simpleMalabal
ables You have entered the account of someone who happened to be served by the same server
you. Because of sloppgyrogranming, a globalvariablewas not reset at tHeegiming of the program and
voila, you can easily peek into other people’s emails! You would think that it can’t happen, since yoJ
entered the login and passwd. | tell you, it happens! Se@iuself.

use vars ($authenticated);
my $g = new CGl;
my $username = $g->param('username’);
my $passwd = $g->param(’passwd’);
authenticate($username,$passwd);
# failed, break out
die "Wrong passwd" unless $authenticated == 1;
# user is OK, fetch user’s data
show_user($username);

sub authenticate{
my ($username,$passwd) = @_;
# some checking
$authenticated = 1 if (SOMETHING);

}

Do you see the catch? With the code above, | can type in anyugalithmeand any dummy passwd ang
enter that user’s account, if someone $iascesklly entered his account before me using the same cf
process! Sinc&autherticated is global - if it becomes 1 once it'll be 1 for tremairder of the child’s
life!!! The solution is trivial -- resetbautherticatedto 0 at thebegiming of the program. (Or many other,
differentsoluions). Of course this example is trivial -- but believe me it happens!

Just another little one liner that can spoil your @egunng you forgot to reset thallowed variable It
works perfectly OK in plain mod_cqgi:

$allowed = 1 if username eq 'admin’;

But you will let any user to admin your system with the line above (agEnnng you have used the
same child prior to some user request).

Another good example is usage of theegularexpresionqualfier, which compiles a regulaxpresion

once, on its firsexecdion and nevereconpile it again. This problem can lkffi cult to detect, as after
restaring the server each request you make will be serveddiffesent child process, and thus the rege
pattern for that child will be compiled fresh. Only when you make a request that happens to be serv
child which has already cached the regexp will you see the proBleneally you miss that and when
you press reload, you see that it works (with a new, fresh child) and then it doesn’t (with a chil
already cached the regexp and wouldettonpile because afo.) The example of such a case would be:

my $pat = oo$'’; # likely to be input from an HTML form field
foreach( @list ) {

print if /$pat/o;
}

while

child as

have

ild

X
bd by a

1 that
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To make sure you catch these bugs, always test your CGI scripts under a server running in a singl
I'll talk in more extersionabout Compiled Regul&xpresionsat the end of this section.

3.3 What's differ ent about modperl

There are a few things that behaliterently under mod_perl. It's good to know what they are.

3.3.1 Script's namespace

Scripts undeApache::Registry do not run in packagmain, they run in a unique name space base
on the requested URI. For example, if your URI /perl/test.pl the package will be called
Apache::ROOT::perl::test_2epl.

3.3.2 Namecollisionswith Modules andibs

To make things clear before we go into details: each child process has BsIN@mash which is used to
storeinformaion about its compiled modules. The keys of the hash are the names of the modu
paraneterspassed toequire() . The values are the real paths to these modules. So if you do:

use lib gw(.);
require "./myl/lib.pl";

where ./my/lib.pl is actwlly a /home/httpd/perl/my/lib.pl . The following entry will
show up in thé&sINC

print $INC{"./my/lib.pl"};

printed result:

/home/httpd/perl/my/lib.pl
I'm talking about single server child below!
Let's look at 3 faultyscenaios:
Scenariol

First, You can’t have ertical module nhames running under the same server! Only the first
use()’d  orrequire()'d will be compiled into the package, the request to the atlestical

module will be skipped since server will think that it's already compiled. It's already in the ch
%INC (Having/perl-status mode enabled will allow you to find out what is loaded and whe

So if you have twdifferentFoo modules in twalifferentdiredories and two scriptscriptl.pl
andscript2.pl , locate like:

Jcgi/tooll/Foo.pm
Jcgi/tooll/tooll.pl
Jcgi/tool2/Foo.pm
Jcgiltool2/tool2.pl

e mode.

es or

one

Id’s
e)
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3.3.2 Name collisions with Modules and libs Stas Bekman

Where a sample code could be:

cgiltool1/tooll.pl

use Foo;

print "Content-type: text/html\n\n";
print "I'm Script number One<BR>\n";
foo();

sub foo{
print "<B>I'm Tool Number One!</B><BR>\n";

use Foo;

print "Content-type: text/html\n\n";
print "I'm Script number Two<BR>\n";
foo();

sub foof
print "<B>I'm Tool Number Two!</B><BR>\n";

And both scripts calluse Foo only the first one called will know about Foo, when you will call th
second script it will not know about Foo at all - it's like youfeegottento writeuse Foo; . Run
the server in a single server mode to detect that kind oiinomgdiately.

You will see thdollowing in the error_log file:

Undefined subroutine
&Apache::ROOT::perl::tool2_2epl::some_function called at
/home/httpd/perl/tool2.pl line 4.

Scenario2

The above is true for the files yaaquire() as well(assunng that the required files do not
declare a package). If you have:

cgiltooll/config.pl
Jcgiltooll/tooll.pl
cgiltool2/config.pl
cgiltool2/tool2.pl
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And both scripts do:

use lib qw(.);
require "config.pl";

While the content of the scripts aodnfig.pl files is exactly like in the example above. Only th
first one will actwally do therequire() , all for the same reason tHEINC already includes the
key "config.pl" ! The second scenario is rdifferent from the first one, since there is difference
betweeruse() andrequire() if you don’t have to import some symbols into a calling script.

Scenario3

What'sinteresing that thefollowing scenario wouldn’t work too!
Jcgiltool/config.pl

Jcgiltool/tooll.pl
Jcgiltool/tool2.pl

wheretooll.pl andtool2.pl bothrequire() thesameconfig.pl
There are 3oluionsfor that: (make sure you read the whole item 3)

Solution 1

The first two faultyscenaios can be solved by placing your library modules subdredory struc
ture so that they havéifferent path prefixes. The file system layout will semehing like:

Jcgiltool1/Tool1/Foo.pm
Jcgiltooll/tooll.pl
Jcgiltool2/Tool2/Foo.pm
cgiltool2/tool2.pl

And change the scripts:

use Tooll::Foo;
use Tool2::Foo;

Forrequire() (scenario number 2) use tfwdlowing:

Jcgiltooll/tool1-lib/config.pl
Jcgi/tooll/tooll.pl
Jcgiltool2/tool2-lib/config.pl
Jcgiltool2/tool2.pl

And each script doagspetively:

use lib qw(.);
require "tool1-lib/config.pl";
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Solution 2

Solution 3

use lib qw(.);
require "tool2-lib/config.pl";

But this solution is very bad, since while it might work for you now,
if you add another script that wants to use the same module or
C<config.pl> file, it still wouldn’t work as we saw in the third
scenario. So let see better solutions.

Another option is to use a full path to the script, so it'll be compiled into the name of the key in the

%ING

require "/full/path/to/the/config.pl";

This soluion solves the first twacenaios. | was surprised but it worked for the third scenario as

welll

But with thissoluion you looseportability! (If you move the tool around in the file system you wil
have to change the base dir)

Declare a package in the required files! (Of course it should be unique to the rest of the pa
names you use!) THBINCwill use the package name for the key! It's a good idea to build at lea
level package names for your private modules. (dydroject :Carp and notCarp for it will

collide with exigent stardard package - even if as of the time of your coding it doesn't exist yet

might enter the next pedistribution as astardard module and your code will become broken,.

Foresegrobemslike this and save you a future trouble.)

When youuse()d or require()d files without packageleclaations it was veryconvenient
since all thevariablesandsubrodineswere part of thenain:: package, so any of them could b¢
used as if they were part of the main script. With packigtaations things get moreomplicated
To be correct -- notomplicated but awkward, since you will have to uBackage::func -
tion () method to call subrodine from a packag@ackage and to access a globadriableinside
the same package you will have to wifeackage::some_vari able , you get a kind of typing
ovehead You will be unable to accedsxically definedvariablesinside Package (declared with

my() ).
You can make things simpler lexporing the symbols from thase()’d package, like:

use Package qw(:mysubs sub_b $varl :myvars);

You can export both -subrodinesand globalariables This is a bad approach since it'll consum
more memory for the current process. (feddoc  Exporter  for information aboutexporing
variableg

This soluion completely covers the third scenario. By usiifferent module names in package
declaations as explained above you solve the first two as well.

ickage
St 2

it

1%
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Read alsgerimodib and perlmod manpages.

From the abovédiscusionit should be clear that you cannot rudewebpmentand aprodudion versions
of the tools on the same server! You have to rsepaate server for each (it still can be the sam
machine, but the server will usaldferentport).

3.3.3__END_ or_DATA tokens

Apache::Registry scripts cannot contain __END__ or _ DATA__ tokens.

3.3.4 Output from systencalls

Output ofsystem() , exec() , andopen(PIPE,"|program") calls will not be sent to the browser
unless your Perl wasonfiguredwith sfio

3.3.5 Using format()

Currentlypossble only if you have perl compiled witfio

3.3.6 Using exit()

Perl's exit() built-in function cannot be used in mod_perl scripts. Calling it causes the server child to
(which makes the whole idea of using mod_jredlevant) The Apache::exit() function should be used
instead.

You might start your scripts byveriding the exit sub (if you usApache::exit() directly, you will have a
problem testing the script from the shell, unless you sisdf Apache (); into your code.) | use the
following code:

BEGIN {
# Auto-detect if we are running under mod_perl or CGI.
$USE_MOD_PERL = ( (exists SENV{'GATEWAY_INTERFACE’}
and $SENV{'GATEWAY_INTERFACE’} =~ /CGI-Perl/)
or exists $ENV{MOD_PERL’}) ? 1: 0;

use subs (exit);

# Select the correct exit way
HHHHHHH T
sub exit{
# Apache::exit(-2) will cause the server to exit gracefully,
# once logging happens and protocol, etc (-2 == Apache::Constants::DONE)
$USE_MOD_PERL ? Apache::exit(0) : CORE::exit(0);
}

Now each time the select code is called, the coerdt)  will be chosen, whether you run the script g
a CGl or from the shell.
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3.3.7 Running from shell Stas Bekman

Note that if you run the script undépache::Registry , The Apachefunction exit()  overrides
the Perl core built-in function. While you see thexit()  listed in@EXPORT_O#f Apache package,
Apache::Registry makessomehing you don’t see and imports thignction for you. This means
that if your script is running undétpache::Registry handler(Apache::PerlRun as well), you
don’t have to worry abouwxit().

Note that if you still useCORE::exit() in your scripts running under modperl, the child will exit, by
neither proper exit nor logging will happen on the Wa@RE::exit() cuts off the server’s legs... If
you need tgoroperly shutlown the child , usebr-&gt;child_termi nate (which sets théntemal
MaxReguestsPer Child so the child will exit).

You canacconplish this in two ways - in thépache::Registry script:
Apache->request->child_terminate;

in httpd.conf:

PerlFixupHandler "sub { shift->child_terminate }"

3.3.7 Running from shell

Your scriptswill not run from the command line (yet) unless you use CGI::Switch or CGl.pm and 5.0
and do not make any direct calls to Apache->methods.

3.3.8 I/O is different

If you are using Perl 5.004 or better, most CGlI scripts can run under mod_perl untouched. If you're
5.003, Perl's built-iread() andprint() functionsdo not work as they do under CGI. If you're usin
CGl.pm, use $query->print instead of plain point().

3.3.9 HTTP + MIME Headers(PerlSendHeade

By default, mod_perl does not send any headers by itself, however, you may wish to change ft
httpd.conf):

PerlSendHeader On

Now the response line and common headers will be sent as they are by mod_cgi. And, just g
mod_cgi,PerlSend Header will not send aerminaing newline, your script must send that itself, e.qg.:

print "Content-type: text/htmI\r\n\r\n";

If you are using CGIl.pm or CGl::Switch apdnt $g->headeryou do _not_ neeBerlSend Header
On.

—
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3.3.10 NPH (Non Parsed Headerscripts

To run a Non Parsed Header CGI script under mod_perl, simply add to your code:
local $| = 1;
And if you normally sePerlSend Header On, add this to youhttpd.conf

<Files */nph-*>
PerlSendHeader Off
</Files>

3.3.11 BEGIN blocks

Perl executeBEGIN blocks during the compile time of code as soopassble. The same is true under
mod_perl. However, since mod_perl normally only compiles scripts and modules once -- either
parent server or once per-child BEGIN blocks in that code will only be run once. fsrimod
manpage explains, once BEGIN has run, it ismmediately unddined. In the mod_perenvironment
this mean®BEGIN blocks will not be run during eaéhcoming request unless that request happens to
one that isompiling the code.

BEGIN blocks in modules and files pulled in viequire() and/oruse() will be executed:
® Only once, if pulled in by the parent process.
® Once per-child process if not pulled in by the parent process.

® An addtiional time, once per-child process if the module is pulled in off a disk again
Apache::StatINC

® An addtional time, in the parent process on each rest&erf FreshRestart isOn
o Unprdictableif you fiddle with%INCyourself.
BEGIN blocks inApache::Registry scripts will be executed:

® Only once, if pulled in by the parent process Ajache::Registry Loader - once per-child
process if not pulled in by the parent process.

® An addtional time, once per-child process if the script file has changed on disk.

® An addiional time, in the parent process on each restart if pulled in by the parent proces
Apache::Registry Loader andPerl FreshRestart isOn.

n the

be

via

S via

26 Feb 2000 21



3.3.12 END blocks Stas Bekman

3.3.12 END blocks

As perlmod explains, aBNDsubrouine is executed as late psssble, that is, when thentermpreterexits.
In the mod_perlenvironment the interpreter does not exit until the server ghudown However,
mod_perl does make a special caseMpache::Registry scripts.

Normally, ENDblocks are executed by Perl duringpexl_run() function, which is called once each time
the Perl program is executed, e.g. once per (mod_cgi) CGI scripts. However, mod_perl only
perl_run() once, during server startup. ABNDblocksencouneredduring main server startup, i.e. thos
pulled in by thePerl Require or by anyPerlMod ule , are suspended and run at sesherdown, aka
child_exit (requires apache 1.3b3+).

Any ENDblocks that arencounered during compliation of Apache::Registry scriptsare called
after the script has completed (not during the cleanup phase thougtgluding subsguentinvocdions
when the script is cached in memory. All otliEMDblocksencouneredduring otherPerl*Handler
callbacks e.g.PerlChil  dInitHandler , will be suspended while the process is running and cal
duringchild_exit() when the process shuting down. Module authors might wish to use>regis
ter_cleanup as aaltemdive to ENDblocks if thisbehavor is notdesiable

3.3.13 strict pragma

It's _absdutely mandaory (at least fodevebpmen) to start all your scripts with:

use strict;
If needed, you can always turn off the 'strict’ pragma or a part of it inside the block, e.g:

{

no strict 'refs’;
... Some code

}

It's moreimportantto havestrict ~ pragma enabled under mod_perl than anywhere else. While it's
required, it is stronglyeconmended it will save you more time in the long run. And, of course, cle
scripts will still run under mod_cgi (plain CGl)!

3.3.14 Turning warnings ON

Have alocal $"W=1 in the script orPerl Warn ONat the serveconfiguration file. Turning the
warning on will save you a lot afoubleswith debugying your code. Note that all perl switches, butin
the first magic (shebang) line of the scripfperl -switches  are being ignored by mod_perl. If you
write -T you will be warned to s&®erl TaintCheck  ONin the config file.

If you need -- you can always turn off tharnngswith local  $*W=0in your code if you have some
section you don’t want the perl compiler to warn in. The correct way to do this is:

calls
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local $"W=0;
# some code

}

It preserves thereviousvalue of$"W when you quit the block (so if it was set before, it will return to
set at the leaving of the block.

In produdion code, it can be a good idea to twarnings off. Othewise if your code isn’t very clean and
spits a few lines ofvarnngs here and there, you will end up with a hegeor_log  file in a short time
on the heavily loaded server. Also, enabling runtime wardeghkng has a smalberfomanceimpact --
in any script, not just under mod_perl -- so your approach should be to ereahiegs during devebp-
ment and then disable them when your codpraudion-ready.Controling thewarnngs mode through
the httpd.conf is much better, since you can control behavor of all of the scripts from a central
place. | havePerl Warn On on my devebpment server andPerl Warn Off on the produdion
machine.

diag nostics pragma can shed more light on the errorsveadings you see, but again, it's better no
to use it inprodudion, sinceothemise you incur a hugeveheadof the diagnodics pragmaexamning
your every bit of code mod_perl executes. (You can run your scriptaiprof to check thevehead
SeeDevel::Dprof for more info).

3.3.15 PassingENV variablesto CGl

To pass aenvironmentvariablefrom aconfiguration file, add to it:

PerlSetEnv key val
PerlPassEnv key

e.g.:

PerlSetEnv PERLDB_OPTS "NonStop=1 Linelnfo=/tmp/db.out AutoTrace=1"

will set SENV{PERLDB_OPTS} and it'll beaccesible in every child.

3.3.16 Global VVariables

It's always a good idea to stay away from globafiableswhenpossble. Somevariablesmust be global
so Perl can see them, such as a mod@dSAor $VERSIONvariables In commonrpradice, acombina
tion of strict andvars pragmas keeps modules clean and reduces a bit of noise. Howarger,
pragma also creates aliases asBERporter does, which eat up more space. Whpessble, try to use
fully qualfied names instead of use vars. Example:

package MyPackage;

use strict;

@MyPackage::ISA = qw(...);
$MyPackage::VERSION = "1.00";

e
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VS.

package MyPackage;

use strict;

use vars qw(@ISA $VERSION);
@ISA = qw(...);

$VERSION = "1.00";

3.3.17 Memoryleakage

Scripts under mod_perl can very easily leak memory! Gleadablesstay aroundndefinitely, lexical
variables(declared withmy() are destroyed when they go out of scope, provided there aederences
to them from outside of that scope.

Perl doesn’t return the memory it acquired from the kernel. It does reuse it though!

First exampledemorstrateseading a file:

open IN, $file or die $!;

$/ = undef; # will read the whole file in
$content = <IN>;

close IN;

If your file is 5Mb, the child who served that script will grow exactly by that size. Now if you have
childrenand all of them will serve this CGl, all of them will consuadltional 20*5M = 100M of RAM!

If that's the case, try to use other approachgza@tesing the file, if possble of course. Try to process a
line at a time and print it back to the file. (If you need to modify the file itself, tesmpoary file. When
finished,ovemrite the source file, make sure to provide a lockimectanism)

Secondexample demorstratescopying variablesbetweenfuncions (passingvariablesby value). Let's
use the example abowessunng we have no choice but to read the whole file before anyptlatzsing.
Now you have some imagir@ocess()  subrodine that processes the data and returns it back. W
happens if you pass ti$eontent by value? You have just copied another 5M and the child has grg
by another 5M in size (watch your swap space!) nmitiply it again by factor of 20 you have 200M of
wasted RAM, which will beppaently reused but it's a wast®hereveryou think thevariablecan grow
bigger than few Kb, pass it bgference

Once | wrote a script that passed a content of a little flat file DataBastitati@an that processed it by
value -- it worked and it was processed fast, but with a time the DataBase became bigger, so pass
value was an overkill -- | had to makelecsion whether to buy more memory or to rewrite the code. I
obvious that adding more memory will be mereliempaary soluion. So it's better to plan ahead ang
pass thevariablesby reference if a variableyou are going to pass might be bigger than you think at {
time of your coding process. There are a few approaches you can use to passvaridblesgpassed by
reference For example:

20
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my $content = qq{foobarfoobar};
process(\$content);
sub process{
my $r_var = shift;
$$r_var =~ s/foo/bar/gs;
# nothing returned - the variable $content outside has been
# already modified

}

@{$var_Ir} -- dereferences an array
%{$var_hr} -- dereferences a hash

For more info seperldoc  perlref

Another approach would be to directly use@a array. Using directly the@_array serves the job of
passing byeference

process($content);
sub process{
$_[0] =~ s/foolbar/gs;
# nothing returned - the variable $content outside has been
# already modified

}
Fromperldoc  perlsub

The array @__is a local array, but its elements are aliases for
the actual scalar parameters. In particular, if an element

$_[0] is updated, the corresponding argument is updated (or an
error occurs if it is not possible to update)...

Be careful when you write this kind etibrodines since it can confuse @oterial user. It's not obvious
that call likeprocess($content); modifies the passestariable-- progranmers(which are the users
of your library in this case) are used to subs that either medifgblespassed byeferenceor return the

processedariable(e.g.$content=process($content); ).

Third example demorstrateswork with DataBases. If you do some OQocessig, many times you

encounter the need to read lots of records into your program, and then print them to the browser af
areformated (I don’t even mention theorrible case wher@rogranmersread in the whole DB and then
use perl to process it!!! Useralaional DB and let the SQL do the job, so you get only the records
need!!).

We will useDBI for this (assume that we are already connected to the DB) (rgferitoc ~ DBI for a
complete manual of tHeBl module):

$sth->execute;
while(@row_ary = $sth->fetchrow_array;) {
<do DB accumulation into some variable>

}

<print the output using the the data returned from the DB>

ter they

ou
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In the example above the httpd_process will grow up by the size véatiabdlesthat have beeallocated
for the records that matched the query. (Agaimeniberto multiply it by the number of thehildrenyour
server runs!).

A better approach is to natcunulate the records, but rather print them as they are fetched from the DB.

Moreover, we will use thebind_col() and $sth-&gt;fetchrow_arrayref() (aliased to
$sth-&gt;fetch() ) methods, to fetch the data in the faspestsble way. The example below prints
a HTML TABLE with matched data, the only memory that is being used@sas array to holdempo
rary row values:

my @select_fields = gw(a b c);

# create a list of cols values
my @cols = ();
@cols[0..$#select_fields] = ();
$sth = $dbh->prepare($do_sql);
$sth->execute;

# Bind perl variables to columns.
$sth->bind_columns(undef,\(@cols));
print "<TABLE>";
while($sth->fetch) {

print "<TR>",
map('<TD>$_</TD>", @cols),
"</TR>";

}
print "</TABLE>";

Note: the above method doesn’t allow you to know how many records have been matched.

workaround is to run aidertical query before the code above where youRiEEECT count(*)
instead of SELECT * ... to get the number of matched records.

For those who think th&sth->rowswill do the job, here is the quote from b8l manpage:
rows();
$rv = $sth->rows;

Returns the number of rows affected by the last database altering
command, or -1 if not known or not available. Generally you can
only rely on a row count after a do or non-select execute (for some
specific operations like update and delete) or after fetching all

the rows of a select statement.

For select statements it is generally not possible to know how many
rows will be returned except by fetching them all. Some drivers

will return the number of rows the application has fetched so far

but others may return -1 until all rows have been fetched. So use of
the rows method with select statements is not recommended.

As a bonus, | wanted to write a single sub fletibly processes any quergcceping: condiions, call-
backclosure sub, select fields arektridions
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# Usage:
# $0->dump(\%conditions,\&callback_closure,\@select_fields, @restrictions);
#
sub dump{
my $self = shift;
my %param = %{+shift}; # dereference hash
my $rsub = shift;
my @select_fields = @{+shift}; # dereference list
my @restrict = shift || ”;

# create a list of cols values

my @cols = ();
@cols[0..$#select_fields] = ();

my $do_sql =";
my @where = ();

# make a @where list
map { push @where, "$_=\"$param{$_}\" if $param{$_};} keys %param;

# prepare the sqgl statement
$do_sql = "SELECT ";

$do_sql .= join(" ", @restrict) if @restrict;# append the restriction list
$do_sql .="" .join(",", @select_fields) ;  # append the select list
$do_sqgl .= " FROM $DBConfig{TABLE} "; # from table

# we will not add the WHERE clause if @where is empty
$do_sqgl .="WHERE " . join " AND ", @where if @where;

print "SQL: $do_sqgl \n" if $debug;

$dbh->{RaiseError} = 1; # do this, or check every call for errors
$sth = $dbh->prepare($do_sql);
$sth->execute;

# Bind perl variables to columns.
$sth->bind_columns(undef \(@cols));
while($sth->fetch) {

&$rsub(@cols);

}

# print the tail or "no records found" message

# according to the previous calls
&$rsub();

} # end of sub dump

Now acallbackclosure sub can do lots of things. We need a closure to know what stage are we in: I

body or tail. For example, we wantallbackclosure forformating the rows to print:

my $rsub = eval {
# make a copy of @fields list, since it might go
# out of scope when this closure will be called
my @fields = @fields;
my @query_fields = qw(user dir tool act); # no date field!!!
my $header = 0;
my $tail = 0;
my $counter = 0;

26 Feb 2000
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my %cols = (); # columns name=> value hash

# Closure with the following behavior:

# 1. Header’s code will be executed on the first call only and

# if @_was set

# 2. Row’s printing code will be executed on every call with @_ set
# 3. Tail's code will be executed only if Header’s code was

# printed and @_ isn't set

# 4. "No record found" code will be executed if Header's code

# wasn't executed

sub {
# Header
if (@_ and !$header){
print "<TABLE>\n";
print $g->Tr(map{ $g->td($_) } @fields );

$header = 1;
}
# Body
if (@) {
print $g->Tr(map{$g->td($_)} @_ );
$counter++;
return;
}

# Tail, will be printed only at the end
if ($header and !($tail or @_))}
print "</TABLE>\n $counter records found";
$tail = 1;
return;

}

# No record found
unless ($header){
print $g->p($g->center($g->b("No record was found\n")));

} # end of sub {}
}. # end of my $rsub = eval {

3.4 Reloadng Modules and RequiredFiles

When you develop plain CGI scripts, you can just change the code, and rerun the CGI from your br
Since the script isn’t cached in memory, the next time you call it the server starts up a new perl p
which reconpiles it from scratch. The effects of anyodificaions you've applied ardmmediately
present.

The situation is different with Apache::Registry , since the whole idea is to get maximperfor
mancefrom the server. By default, the server won’t spend the time to check whether any included |
modules have been changed. It assumes that they weren’t, thus savingifli$esondsto stat()  the
source file(multiplied by however many modules/libraries you ase() -ing and/omequire()  -ingin
your script.) The only check that is being done is whether your main script has been changed. Sd

owser.
[OCESS,

brary
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have only one script that doesnise() (or require() ) other perl modules (gpackagey, there is
nothing new about it. If however, you alevebping a script that includes other modules, the files ya
use() orrequire() aren't being checked whether they have beedffied.

Acknowledgng this, how do we get our modperl-enabled serveretmaqize changes in any library
modules? Well, there are a coupldedfmiques

3.4.1 Restaring the server

The simplest approach is to restart the server each time you apply some change to your code.

3.4.2 Using Apache::StatINC

After restaring the server about 100 times, you will be tired and will look for anatbktions Help
comes from thé\pache::StatINC module.

Apache::StatINC - Reload%INC files when updated on disk. When Perl pulls a file via require
stores thdilenamein the global hasB6INC The next time Perl tries to require the same file, it sees
file in %INCand does not reload from disk. This module’s harithesitesover%INCand reloads the file
if it has changed on disk.

To enable this module just add two linesittpd.conf  file.

PerlIModule Apache::StatINC
PerlinitHandler Apache::StatINC

To be sure it really works, turn on the debug mode on gevebpmentbox withPerlSet Var Stat -
INCDebug On. You end up witlsomehing like:

PerlModule Apache::StatINC
<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry::handler
Options ExecCGlI
PerlSendHeader On
PerlinitHandler Apache::StatINC
PerlSetVar StatINCDebug On
</Location>

Beware that only the modules located@iNCare being reloaded on change, and you can change
@INConly before the server has been statt#tlaeveryou do in your scripts/modules which are bein
required() after the server startup will not have any effect @iNC When you douse lib
gw(foo/bar);, the @INCis being changed only for the time the code is being parsed and compiled. V
it's over the@INCis being reset to itsriginal value. To make sure that you have set a co@dbdtCfetch
[http://www.nowhere.com/perl-statusqiaad watch the bottom of the page. (I assume you banfg-
uredthe<Location /perl-status> section inttpd.conf as the mod_perl docs show.)
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3.4.3 Reloadng only specificfiles

Checling all the Modules i?6INC every time can add a larggetheadto server response times, and you
certainly would not wanfpache::StatINC module to be enabled in yoprodudion site’sconfigura-
tion. But somdimesyou want to have som@onfiguration module to be reloaded withorgstaring the
whole server. Tacconplish this, one of thesoluionsis to use a code that | describe below.

Assuning that you start your script with loadikgpo::Bar andimporing some tags:

use lib "/some/private/path”;
use Foo::Bar qw(:tags_group tagl tag2);

Now to make anodification testing and reload at runtime you have tosmadhing like this:

# child’s private global variable to keep the timestamps
use vars qw(%MODIFIED);

my $module = "Foo::Bar";

(my $inc_key = $module) =~ s|::|/|g;

$inc_key .=".pm";

# the $module’s path should be registered in %INC if it was already loaded
my $path = $SINC{$inc_key} or warn "Can't find $inc_key in %INC\n";

# Note: consider to not continue if $path wasn't set!

# set modification time if it wasn't set before (first time)

# Note: Use (stat $path)[9] instead of -M test, if you reset
# time with $*M=time

$MODIFIED{$module} ||= -M $path;

# now check whether it was changed (assuming the above wasn'’t
# performed in this session
if (SMODIFIED{$module} != -M $path){
# only if deleted from %INC the require will be called below
delete $INC{$inc_key};

require $path;

# now reimport the symbols (if you need them back :)
import $module gw(:tags_group tagl tag2);

# Update the MODIFICATION times
$MODIFIED{$module} = -M $path;

}

You may want to add debug pristatenentsto debug this code in yoapplication.
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3.5 Filehandlers and locksleakages

When you wrote a script running under mod_cgi, you could get away with sfopgyanming, by
opening a file and letting thietempreterto close it for you when the script had finished his run, like:

open IN, "in.txt" or die "Cannot open in.txt for reading : $!\n";

For mod_perl youmust close() the files you opened!

close IN;

someavherebefore the end of the script, since if you forgetltmse() , you might get a filelescripor
leakage and unlock problem (if ydlock()ed on this filedescripor). Even if you do have it, but for
some reason thiatempreterwas stopped before the cleanup call, because of various reasons, such &
aborted script the leakage is still there. In a long run your machine might get run outdekéitators,
and even worse - file might be left locked amiisableby otherinvocaions of the same and other scripts

What can you do? UskKO::File (and otherlO::*  modules), which allows you to assign the filg
handler tovariable which can bany() (lexically) scoped. And when thigariable goes out of scope the
file or other file system entity will bproperly closed and unlocked (if it was lockedlexically scoped
variable will always go out of scope at the end of the script’s run even if it was aborted in the midd
before the end if it was defined inside samtemal block. For example:

{
my $fh = new IO::File("filename") or die $!;
# read from $fh
} # ...%fh is closed automatically at end of block, without leaks.

As | have just mentioned, you don’t have to create a special block for this purpose, for a file the g
written in is a virtual block as well, so you can simply write:

my $fh = new IO::File("filename") or die $!;
# read from $fh
# ...$fh is closed automatically at end of block, without leaks.

IS user

D

le or
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What the firsttecmique (using{ BLOCK }) makes sure is that the file will be closed the moment, the

block is finished.

But even faster and lightegchmiqueis to useSymbol.pm :

my $fh = Symbol::gensym();
open $fh, “filename" or die $!

Use these approaches to ensure you haveakages but don’t be lazy to writelose()  statenents
make it a habit.
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3.6 The Script is too dirty, But It does the job and | can’t
afford rewriting it.

You still can win from using mod_perl.

One approach is to replace tApache::Registry handler withApache::PerlRun and define a
newlocdion (the script can reside in the satieedory on the disk.

# srm.conf
Alias /cgi-perl/ /Tnome/httpd/cgi/

# httpd.conf

<Location /cgi-perl>
#AllowOverride None
SetHandler perl-script
PerlHandler Apache::PerlRun
Options ExecCGl
allow from all
PerlSendHeader On

</Location>

Another “bad”, but working method is to sdaxRequestsPer Child to 1, which will force each

child to exit after serving only one request, so you'll get the preloaded modules, etc., the script v

compiled each request, then killed off. This isn’'t good for “high-traffic” sites though, as the parent s
will need to fork a new child each time one is Kkilled, but you can fiddle MalkSart Servers ,
MinS pare Servers , to make the parent spawn more servers ahead so the killed one imilinledi-
atelyreplaced with the fresh one. Agaprphably that's not what you want.

3.7 Apache::PerlRun - a closerlook

Apache::PerlRun gives you a benefit of preloaded perl and its modules. This module’s har
emulates the CGénvironment allowing programmersto write scripts that run under CGI or mod_pe
without any change. Unlikédpache::Registry , the Apache::PerlRun handler does not cache
the script inside of aubrouine. Scripts will be “compiled” on each request. After the script has run,
name space is flushed of ahriablesandsubrodines Still, you don’t have thevemheadof loading the
perl andcompiation time of thestardard modules (If your script is very light, but uses lotsst#rdard
modules - you will see ndifferencebetweempache::PerlRun  andApache::Registry .

Be aware though, that if you upackagesthat useintemal variablesthat havecircular references they
will be not flushed!!! Apache::PerlRun only flushes your script's name space, which does 1
include any other requirguaclkages name spaces. If there’sraferenceto amy() scopedvariablethat’s
keeping it from being destroyed after leaving the eval scopédgathe::PerlRun ), that cleanup
might not be taken care of until the serveslisitiown andperl_destruct() is run, which always
happens after running command line scripts. Consider this example:
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package Foo;
sub new { bless {} }
sub DESTROY {
warn "Foo->DESTROY\n";

}

eval <<’EOF;
package my_script;
my $self = Foo->new;
#$self->{circle} = $self;
EOF

print $@ if $@;
print "Done with script\n”;

First you'll see:

Foo->DESTROY
Done with script

Then,uncommentthe line wheréself makes aircular reference and you'll see:

Done with script
Foo->DESTROY

In this case, under mod_perl you wouldn't $em-&gt;DESTROY until the serveshutdown, or your
moduleproperly took care of things.

3.8 Selecing the right porting/working mode

If your projectschedile is tight, | would suggestonvering to mod_perl in thdollowing steps: Initially,
run all the scripts in theApache::PerlRun mode. Then as time allows, move them int
Apache::Registry mode.

3.9 Compiled Regular Expressions

When using a regulaxpresionthat contains amtempadatedPerlvariable if it is known that thevariable
(or variableg will not vary during theexecuion of the program, astardard optimization techique
consists of adding th® maodifier to the regexp pattern. This directs the compiler to buildritesnal
table once, for the entitéetime of the script, rather than every time the pattern is executed. Consider

my $pat = '*oo$’; # likely to be input from an HTML form field
foreach( @list ) {

print if /$pat/o;
}

This is usually a big win in loops over lists, or when ugjrgp() ormap() opetors.
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In long-lived mod_perl scripts, however, this can pose a problem vattieble changesccordng to the
invocdion. The firstinvocaion of a fresh httpd child will compile the regex and perform the seal
correctly. However, alsubsguentuses by the httpd child will continue to match traginal pattern,
regardessof the current contents of the Peariablesthe pattern islepemienton. Your script will appear
broken.

There are twsoluionsto this problem:

The first -- is to useval q// , to force the code to levaliatedeach time. Just make sure that the ev
block covers the entire loop pfocessig, and not just the pattern match itself.

The above codFagmentwould berewritten as:

my $pat = '*foo$’;
eval o{
foreach( @list) {
print if /$pat/o;
}
}

Just saying:

foreach( @list ) {
eval g{ print if /$pat/o; };
}

is going to be &orribly expersive propasition.

You can use this approach if you require more than one pattern opetetor in a given section of code.
If the section contains only ommpetor (be it anm// ors/// ), you can rely on thproperty of the null
pattern, that reuses the last pattern seen. This leads to the selkttiod, which alsceliminatesthe use of
eval.

The above codfagmentbecomes:

my $pat = '*foo$’;
"something" =~ /$pat/; # dummy match (MUST NOT FAIL!)
foreach( @list) {
print if //;
}

The only gotcha is that the dummy match that boots the regxfmesion engine musabsadutely, posk
tively succeedpthemise the pattern will not be cached, and the will match evenything. If you can’t
count on fixed text to ensure the match succeeds, you haymossbilities

If you canguamarteethat the pattermariable contains naneta-chaaders(things like *, +, #, $...), you can
use the dummy match:

"$pat" =~ NQ$pat\E/; # guaranteed if no meta-characters present

ch
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at

If there is apossbility that the pattern can contaimeta-chaaders you should search for the pattern o
theunsearchble\377chalader as follows:

"\377" =~ [$pat|[\377]$/; # guaranteed if meta-characters present

Phil. Chu contributed this:

It depends on theomplexty of the regexp you apply thiechmique to. One common usage where

compiled regexp is usually mosdficientis to “match any one of a group of patterns” over and ov
again.

Maybe with some helper routine, it's easierrémnenber. Here is one slightlynodified from Jeffery
Friedl's example in his bookMastering Regex.”. | find it quite useful:

HHHHHHHH R
# Build_MatchMany_Function
# -- Input: list of patterns
# -- Output: A code ref which matches its $_[0]
# against ANY of the patterns given in the
# "Input", efficiently.
#
sub Build_MatchMany_Function {
my @R = @_;
my $expr = join’[|’, map { "\$_[0] =~ mA$R[$_J/0"} (0..$#R );
my $matchsub = eval "sub { $expr }";
die "Failed in building regex @R: $@" if $@;
$matchsub;

}
Example usage:

@some_browsers = qw(Mozilla Lynx MSIE AmigaVoyager Iwp libwww);
$Known_Browser=Build_MatchMany_Function(@some_browsers);

while (RACCESS_LOG>) {
#...
$browser = get_browser_field($_);
if (! &BKnown_Browser($browser) ) {
print STDERR "Unknown Browser: $browser\n";

}
#...
}

3.10 Finding the line number the error/warning has been
trig geredat

Apache::Registry , Apache::PerlRun and modules that compile-via-eval confuse the lir
numbeing. Other files that are read normally by Perl from disk have no problem with file name
number.

—

e
line
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If you compile with theexpermertal PERL_MARK_WHERE=1, it shows you almost the exact ling
number, where this isappeimg. Geneally a compiler makes a shift in its line counter. You can alwa|
stuff your code with special compildiredives to reset its counter to the value you will tell. At begjin
ning of the line you should write (the '# in column 1):

#line 298 myscript.pl
or
#line 890 some_label_to_be_used_in_the_error_message

The label is optional - thilenameof the script will be used by default. TiEpedfies the line number of
thefollowing line, not the line théiredive is on. You can use a little script to stuff every N lines of yo
code with theseliredives, but then you will have to rerun this script every time you add or remove ¢
lines. The script:

#!/usr/bin/perl
# Puts Perl line markers in a Perl program for debugging purposes.
# Also takes out old line markers.
die "No filename to process.\n" unless @ARGYV;
my $filename = $ARGV[O];
my $lines = 100;
open IN, $filename or die "Cannot open file: $filename: $\n";
open OUT, ">$filename.marked"
or die "Cannot open file: $filename.marked: $\n";
my $counter = 1;
while (<IN>) {
print OUT "#line $counter\n" unless $counter++ % $lines;
nextif $ =~ /Mline /;
print OUT $_;

}
close OUT;

close IN;
chmod 0755, "$filename.marked";

To have a complete trace of calls add:

use Carp ();
local $SIG{__ WARN__} = \&Carp::cluck;

3.11 Forking subprocessesrom mod_perl

Geneally you should not fork from your mod_perl scripts, since when you do -- you are forking the €
apache web server, lock, stock and barrel. Not only is your perl codeduglicated but so is mod_ssl,
mod_rewrite, mod_log, mod_proxy, mod_spellingmraiever modules you have used in your server, g
the core routines and so on. A much wiser approach would be to spawn a sub-process, hafwribhthe
tion it needs to do the task, and have it detach (close s&sid()). This is wise only if the parent
who spawns this processpmediately continue, you do not wait for the sub process to complete. T]
approach isuitable for a situation when you want to trigger a long time taking process through the v
interface like processg some data, sending email tttousandsof subscribed users and e@themwise,
you should convert the code into a module, and uderitsion or methods to call from CGI script. Jus
making asystem() call defeats the whole idea behind mod_perl, ipégipreterand modules should be
loaded again for thisxtenal program to run.
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Bastally, you would do:

$params=FreezeThaw::freeze(
[all data to pass to the other process]

);

system("program.pl $params");
and inprogram.pl

@params=FreezeThaw::thaw(shift @ARGV);
# check that @params is ok

close STDIN;

close STDOUT;

open STDERR, ">/dev/null";

setsid(); # to detach

At this point,program.pl  is running in thé‘background’ while the system() returns and permits
apache to get on with life.

This has obviouprodems Not the least of which is th&params must not be bigger themhaever
your archtedures limit is (could depend on your shell).

Also, thecommunicétion is only one way.

However, you might want be trying to do the “wrong thing”. If what you want is to ggedndion to
the browser and then do sompest-procedag, look intoPerl CleanupHan dler .

3.12 Debugging your code in Single ServeMode
Running inhttpd  -X mode. (good only for testing durinlgvebpmentphase).

You want to test that yowapplication correctly handles globalariables(if you have any - the less you
have of them the better, bsbmeimesyou just can’t without them). It's hard to test wittultiple servers
serving your cgi since each child hasliierent value for its globalariables Imagine that you have a
random() sub that returns a random number and you havielbging script.

use vars qw($num);
$num ||= random();
print ++$num;

This scriptinitializes the variable $num with a random value, theimcrementsit on each request and
prints it out. Running this script imultiple serverenvironmentswill result in somehing like 1,9,4,19
(number per reload), since each time your script will be serveddiffeeent child. (On some OSes, the
parent httpd process will assign all of the requests to the same child process if atlhiifitie@are idle...
AIX...). But if you run in httpd -X single server mode you will get 2,3,4,5... (taken thattitm()
returned 1 at the first call)

But do not get tombsesive with this mode, since working only in single server medmdimes hides
prodemsthat show up when you switch to multi server mode. Considapplication that allows you to
change theonfiguration at run time.
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Let's say the script produces a form to changebtiegroundcolor of the page. It's not a good desigr
but for the sake oflemorstraing the potertial problem, we will assume that our script doesn’t write th
changedaclgroundcolor to the disk, but simply changes it in memory.

So you have typed in a new color, and in response, your script prints back the html with a new colo
think that's it! It was so simple. And if you keep running in single server mode you will never noticej
you have a problem...

If you run the same code in the multi sereavironment after you submit the color change you will ge
the result as expected, but when you will call the same URL again (not reload!) chances are that |
get back the old color, since except the child who processed the color change request no one knov
their globalvariable change. Justemenber that children can’t sharanformation, other than that which
theyinheiited from their parent on their load.

Also note that since the server is running in single mode, if the output returns HTMEkIWi@» tags,
then the load of these will take a lot of time. If you use Netscape while your server is runni
single-process mode, HTTPkeepAlive feature gets in the way. Netscape tries to opertiple
connetions and keep them open. Because there is only one server plistawsg, eachconnetion has
to time-out before the next succeeds. Turnk&epAlive in httpd.conf to avoid this effect while
devebping or you can presSTOP after a few secondassunmg you use the image size params, so tf
Netscape will be able to render the rest of the page).

In addtion you should know that when running witK you will not see any control messages that the

parent server normally writes to the error_log. (Like “server started, server stopped and etc”.)
httpd -X causes the server to handle all requests itself, without forkingclitdren there is no
controling parent to write status messages.

3.13 -M and other time() file tests undemod_perl

Under mod_perl, files that have been created after the server’s (child?) startup are being reporté
negdive age with-M (-C -A) test. This is obvious if yorementerthat you will get thenegdive result if
the server was started before the file was created and it's a raghaaior with any perl.

If you want to haveM test to count the timeelaive to the current request, you should resetyhEe vari-
ableas with any other perl script. Just éd =time; at thebegiming of the scripts.

3.14 Handling the 'User pressed Stop buttontase

When a user presses tB&OP button, Apache will detect that Vi8SIG{PIPE} and will cease the script
exection. When we are talking about mod_cgi, thergeseally no problem, since all opened files will
be closed and all the resources will be freed (almost all -- if you happenedetxteral lock files, most
likely the resources that are being locked by these will be left blocked and non-usable by any othe
use the samadvisorylocking scheme.)
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It's importantto notice that when the user hits the brows8M©P button, the mod_perl script diss
fully unaware until it tries to send some data to the browser. At that point, Apzallzes that the
browser is gone, and all the good cleanup stuff happens.

Staring from apache 1.3.6 apache will not catch SIGPIPE anymore and modperl will do it much better.
Here issomehing from CHANGES from Apache 1.3.6.

*) SIGPIPE is now ignored by the server core. The request write
routines (ap_rputc, ap_rputs, ap_rvputs, ap_rwrite, ap_rprintf,
ap_rflush) now correctly check for output errors and mark the
connection as aborted. Replaced many direct (unchecked) calls to
ap_b* routines with the analogous ap_r* calls. [Roy Fielding]

What happens if your mod_perl script has some gledddbles that are being used for resource locking?

It's possble not to notice the pitfall if theritical code section between lock and unlock is very short and
finishes fast, so you never see this happens (you aren’t fast enough to stop the code in the middle). But
look at thefollowing scenario:

1. lock resource
<critical section starts>

2. sleep 20 (== do some time consuming processing)
<critical section ends>

3. unlock resource

If user presseSTOP and Apache send&IGPIPE before step 3, since we are in the mod_perl mode and
we want the lockariableto be cached, it will be not unlocked. A kindd#fadock exists.

Here is the working example. Run the server wKh PressSTOP before the count-up to 10 has been
finished. Then rerun the script, it'll hangwhile(1) ! The resource is n@tvailableanymore.

use vars qw(%CACHE);

use CGl;

$|=1;

my $g = new CGl;

print $g->header,$qg->start_html;

print $g->p("$$ Going to lock\n");

# actually the while loop below is not needed
# (since it's an internal lock and accessible only
# by the same process and it if it's locked... it's locked for the
# whole child’s life
while (1) {
unless (defined $CACHE{LOCK} and $CACHE{LOCK} == 1) {
$CACHE{LOCK} = 1;
print $g->p("Got the lock\n");
last;
}
}
print $g->p("Going to sleep (I mean working)!");
my $c=0;
foreach (1..10) {
sleep 1;
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print $c++,"\n<BR>";

}

print $g->p("Going to unlock!");
$CACHE{LOCK} = 0;
print $g->p("Unlock\n");

You may ask, what is theolution for this problem? AIENDblocks that arencouneredduringcompia-

tion of Apache::Registry scripts are called after the script done is runninguding subsguent
invocdions when the script is cached in memory. So if you are runnidgache::Registry mode,
thefollowing is your remedy:

END {

$CACHE{LOCK} = 0;

}
Notice that theEND block will be run after theApache::Registry::handler is finished (not

during the cleanup phase though).
If you are into a perl API, use thegis ter cleanup() method of Apache.
$r->register_cleanup(sub {$CACHE{LOCK} = 0;});

If you are into Apache APApache- request->conngion->aborted()> construct can be used to test f
the aborteconnetion.

| hope you noticed, that this example is vergleadng, since there is differentinstance 026CACHIHN
every child, so if you modify it -- it is known only inside the same child, none of oG CHEariables
in otherchildrenis getting affected. But if you are going to work with code that allows you to ceatiol

ablesthat are being visible to every child (somdemnal shared memory or other approach) -- the hazard

this example still applies. Make sure you unlock the resources either when you stop using them o
the script is being aborted in the middle, before the aatlatkng is beinghappemg.

3.15 Handling the server timeout cases and working with
$SIG{ALRM}

A similar situation to Pressed Stop buttordiseasehappens when client (browséiheoutsthe connee
tion (is it about 2 minutes?) . There are cases when your script is about to perform a verelaon

r when

and there is a chance thatdigraion will be longer than the client’s timeout. One case | can think about is

the DataBasenteradion, where the DB engine hangs or needs a lot of time to return results. If this i
case, Us8SIG{ALRM} to prevent théimeouts

5 the
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$timeout = 10; # seconds
eval {
local $SIG{ALRM} =
sub { die "Sorry timed out. Please try again\n" };
alarm $timeout;
... db stuff ...
alarm O;

g
die $@ if $@;

But, as lately it wagliscoeredlocal  $SIG{'ALRM’}  does not restore theriginal undetying C
handler. It was fixed in the mod_perl 1.19 01 (CVS version). As a matter of fact nonelotahe
$SIG{FOO} restore theriginal C handler.

;0)
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4.1 Performance The Overall picture

Before we dive intgperformanceissues, there isomehing veryimportantto undestand It applies to any
webserver, not only apache. All the efforts are made to make user'srabng expaiencea swift.
Among other web sit@isabilty factors, speed is one of the most crucial ones. What is a correct s
measurmen® Since user is the one thateractswith web site, speesheasurmentis a time passed from
the moment user follows a link or presses a submit button tillethding page is being rendered by he
browser. So if we trace the data packat@vementas it leaves user’'s machine (request sent) till the re
arrives, the packet travels through mamyities on its way. It has to make its way through the networ
passing manyntercomedion nodes, before it enters the target machine it might go through (aosst
erator) servers, then it's being served by your server, and finally it has to make the whole way b3
webserver is only one of the elements the packet sees on its way. You could work hard to fine tur
webserver for the beperformance but a slow NIC (Networknterface Card) or slow networkonnetion
from your server might defeat it all. That's why itraportant to think big and to be aware pbssble
bottlenecksbetween the server and the web. Of course there is nothing you can do if user has
connedion on its behalf.

From the other side, you might tune your scripts and webserver to pioo@ssig requests ultra fast, so
you will need a little number of working servers, but you might find out that server processes arg
waiting for slow clients to complete tl®wnoad You will see moreexanplesin this chapter. My point
is that a web service is like car, if one of the detailsnectanismsis broken the car will not drive
smoothly and it can even stop dead if pushed further without first fixing it.

4.2 Sharing Memory

A very important point is the sharing of memory. If your OS supports this (and most sane systems
you might save more memory by sharing it between child processes. This iposshle when you
preload code at server startup. However during a child process’ life, its memory pages becomes u
and there is no way we can control perl to malkdlacatememory so (dynamiojariablesland ondiffer-
entmemory pages than constants, that's whycthgy-on-write effect (will explain in a moment) will hit
almost at random. If you are pre-loading many modules you might be able to balance the memqg
stays shared against the time forameaional fork by tuning theMaxRequestsPer Child to a point
where you restart before too much becomes unshared. In this cAdaxtiRequestsPer Child is very
specific to your scenario. You should do someasurmentsand you might see if this really makes
differenceand what aeasomble number might be. Each time a child reaches this upper limit and res
it should release the unshared copies and the new child will inherit pages that are sharestrilnilei
on them.

It is veryimportant to undestandthat your goal is not to hawdaxRequestsPer Child to be 10000.
Having a child serving 300 requests jreconpiled code is already a huge speedup, so if it is 100
10000 it does not really matter if it saves you the RAM by sharing. Do not forget that if you preload
of your code at the server startup, the fork to spawn a new child will be very very fast, berdesisit
most of the preloaded code and the padmpreterfrom the parent process. But then during the work
the child, its memory pages (which aren’t really its yet, it uses the parent’s pages) are gett{oggiirty
nally inheiited and sharedariablesare gettingupdated/modied) and thecopy-on-write happens, which
reduces the number of shared memory pages -etlasgng the memory demands. Killing the child and
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respawimg a new one, allows to get tpestine shared memory from the parent process again.

Theconclwsionis thatMaxRequestsPer Child should not be too bigithewise you loose thdendits
of the memory sharing.

4.3 Preload Perl modules at serveistartup

Use thePerl Require andPerlIMod ule diredivesto load commonly used modules suclC&3.pm,
DBI and etc., when the server is started. On most systems, skitdeenwill be able to share the code
space used by these modules. Just adfbllogving diredivesinto httpd.conf

PerlModule CGl;
PerlModule DBI;

But even a better approach is to creasepaate startup file (where you code in plain perl) and put the
things like:

use DB,
use Carp;

Then yourequire() this startup file with help oPerl Require diredive from httpd.conf , by
placing it before the rest of the mod_pawhfiguration diredives

PerlRequire /path/to/start-up.pl

CGl.pm is a special cas@rdinaily CGl.pm autoloads most of itsinctionson an as-needed basis. Thi
speeds up the loading time logfering the complation phase. However, if you are using mod_per
FastCGl or another system that usgeesisent Perlinterpreter you will want topreconpile the methods
atinitialization time. Toacconplish this, call the packadgenction compile()  like this:

use CGI ();
CGl->compile(’:all’);

The argumentsto compile()  are a list of method names or sets, anddedical to those accepted by
theuse() andimport() opertors Note that in most cases you will want to replaah with tag
names you really use in your code, sigeaeally only a subset of subsagtually being used.

4.4 Preload Registry Scripts

Apache::Registry Loader compilesApache::Registry scripts at server startup. It can be
good idea to preload the scripts you are going to use as well. So the code will be shared anfoiRg t
dren

Here is an example of the use of tlésmique This code is included in Berl Require 'd file, and
walks thediredory tree under which all registry scripts are installed. For egich file encounered it
calls the Apache::Registry Loader ::handler() method to preload the script in the parer
server (before pre-forking the child processes):

re
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use File::Find 'finddepth’;
use Apache::RegistryLoader ();

my $perl_dir = "perl/";
my $rl = Apache::RegistryLoader->new;
finddepth(sub {

return unless N\.pl$/;

my $url = "/$File::Find::dir/$_";

print "pre-loading $url\n";

my $status = $rl->handler($url);
unless($status == 200) {
warn "pre-load of ‘$url’ failed, status=$status\n";

}
}, $perl_dir);
}

Note that we didn't use the secoachjumentto handler() here, as module’s manpage suggests. To

make the loader smarter about thie>filenametrandation, you might need to provideteans()  func
tion to trandate the uri tofilename URI to filenametrandation normally doesn’t happen until HTTP
request time, so the module is forced to roll its dvamdation. If filenameis omitted and @rans()
routine was not defined, the loader will try using the tHRdtive to ServerRoot.

4.5 Avoid Import ing Functions

Whenpossble, avoidimporting a module’Sunctionsinto your name space. The aliases which are created

can take up quite a bit of space. Try to use methiedfacesand fully quaified Package::func  tion
or $Package::vari  able like names instead.

4.6 How can | find if my mod_perl scripts have memory
leaks (andwhere)
Apache::Leak (derived fromDevel::.Leak ) should help you with this task. Example:

use Apache::Leak;

my $global = "FOOAAA™;

leak_test {
$3$global = 1;
++$global;

}

The argunentto leak_test() is ananonynoussub, so you can just throw it around any code Yy«
suspect might be leaking. beware, it will run the code twice, because the first time Bysave created,
but does not mean you are leaking, the second pass will give better evidence. you do not need to O
mod_perl to use it, from the command line, the above script outputs:

bu

e inside
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ENTER: 1482 SVs
new c28b8 : new c2918 :
LEAVE: 1484 SVs
ENTER: 1484 SVs
new db690 : new db6a8 :
LEAVE: 1486 SVs
112 SVs leaked !!!

Build adebugableperl to see dumps of tt&s. the simple way to have both a normal perl deldug
gableperl, is to follow hints in th&UPPORToc forbuilding libperld.a , when that is built copy the
perl from thatdiredory to your perl birdirecory, but name itdperl

4.7 Limit ing the size, resource, speed of thocesses

Thefollowing modules allow you to restrict and limit a usage of your resources:

® Apache::Size Limit -- Controll the size of the process. Seerldoc  Apache::Size -
Limit

® Apache::Resource -~ Limit resources used by httpdchildren See perldoc
Apache::Resource

® Apache::SpeedLimit -- Limiting the request rate speed (robotslocking). See
[http://www.modperl.com/chdersgch6.html#Blockng Greedy Clien{s

4.8 Persident DB Connedions

Another popular use of mod_perl is to ted@varageof its ability to mairtain persisent open database
connetions The basic approach is as follows:

# Apache::Registry script

use strict;
use vars qw($dbh);

$dbh ||= SomeDbPackage->connect(...);

Since$dbh is a globalvariablefor the child, once the child has opened¢banetion it will use it over
and over again, unless you perfodimcon nect () .

Be careful to usdifferentnames for handlers if you opeannetion to differentdatabases!

Apache::DBI allows you to make persigent databaseonnetion. With this module enabled, every|
connect() request to the plaiDBl module will be forwarded to th&pache::DBI  module. This
looks to see whether a database handle frgre@iousconnect()  request has already been opene
and if this handle is still valid using the ping method. If thesedwaltions are fulfilled it just returns the
database handle. If there is agprgriate database handle or if the ping method fails, a c@mwetion is
estaltished and the handle is stored for later re-uBeere is no need to delete théliscon nect ()
statements from your code They will not do a thing, as th&pache::DBlI module oveloads the

O
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discon nect () method with a NOP. On child’s exit there is no expligsicomect the child dies and so
does the databasennetion. You may leave thase DBI; statenentinside the scripts as well.

The usage is simple -- addhtpd.conf

PerlIModule Apache::DBI

It is important, to load this module before any otligzacheDBI* module!

use DBI;
use strict;

my $dbh = DBI->connect( 'DBI:mysql:database’, 'user’, ‘password’,
{‘autocommit => 0}
) || die $DBI::errstr;

...rest of the program

If you useDBI for DB connetions and you usépache::DBI to make thenpersigent it also allows

you to preoperonnetionsto DB for each child witlttonnect_on_init() method, thus saving up a

connetion oveltheadon the very first request of every child.

use Apache::DBI ();
Apache::DBI->connect_on_init("DBl:mysql:test",
"login",
"passwd",
{
RaiseError => 1,
PrintError => 0,
AutoCommit => 1,
}
)i

This can be used as a simple way to have apathiFenestallish connetionson server startup. This call
should be in a startup fileequire()d by Perl Require or inside <Perl> section. It wistalish a

connetion when a child is started in that child process. SeeAteche::DBI  manpage to see the
requirementsfor this method.

Another problem is withimeouts some databaselscomectthe client after a certain time ofadivity.
This problem is known asiorning bug. Theping() method ensures that this will not happen. Son
DBDdrivers don’t have this method, check #hgache::DBI manpage to see how to writeimg()
method.

Another approach is to change the clientsnnetion timeout. For mysqgl usersstaring from
mysqgl-3.22.X you can setveait_timeout option at mysqld server startup to change the default val
Setting it to 36 hourprokably would fix the timeout problem.

ne
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4.9 Benchmarks. Impressing your Boss andColleagues.

How much faster is mod_perl than mod_cgi (aka plain perl/CGI)? There are many \wayshoark the
two. I'll present a fewexanplesand numbers belowCheclout the bench mark diredory of mod_perl
distribution for moreexanples

If you are going to write your owpenchmarking utility -- useBench mark module for heavy scripts and
Time::HiRes module for very fast scripts (faster than 1 sec) where you need bett@réioseon

There is no need to write a spedahchmarkthough. If you want to impress your boss or colleagues, |
take some heavy CGI script you have (e.g. a script that crunches some data and prints the re
STDOUT), open 2 xterms and call the same script in mod_perl mode in one xterm and in mod_cgi
in the other. You can udep-get from LWPpackage to emulate the web agent (browgbgnch -
mark diredory of mod_perdistribution includes such an example)

4.9.1 Benchmarking scripts withexecuion times below 1 secondl

As noted before, for very fast scripts you will have to uséltiree::HiRes  module, its usage is similar
to theBench mark’s.

use Time::HiRes gw(gettimeofday tv_interval);

my $start_time = [ gettimeofday ];
&sub_that takes a_teeny bit_of_time()

my $end_time = [ gettimeofday ];

my $elapsed = tv_interval($start_time,$end_time);
print "the sub took $elapsed secs."

4.9.2 Perl[Handler's Benchmarking

At |http://perl.apache.org/dist/contijipou will find Apache::Timeit package which dodRerl Han-
dler ’s Benchmarking.

4.10 Tuning the Apache’sconfiguration variablesfor the
bestperformance

It's very importantto make a correatonfiguration of theMinSpare Servers , MaxSpare Servers
Start Servers , MaxClients , andMaxReguestsPer Child parangeters There are no defaults, the
values of thesgariableare veryimportant, as if too “low” you will under-use the systeméapdilities
and if too “high” chances that the server will bring the machine to its knees.

All the aboveparangters should bespedfied on the basis of the resources you have. While with a pl
apache server, there is no big deal if you run too many servers (not too many of course) sin
processes are of ~1Mb and aren't eating a lot of your R@kheally the numbers are even smaller i
memory sharing is taking place. Tsituation is differentwith mod_perl. | have seen mod_perl process
of 20Mb and more. Now if you hawdaxClients set to 50: 50x20Mb = 1Gb - do you have 1Gb (
RAM? Prokebly not. So how do you tune theparangters? Geneally by trying different combinations
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andbenchmarking the server. Again mod_perl processes can be of much smaller size if sharing is in place.

Before you start this task you should be armed with a proper weapon. You crastirae utility, which
will load your server with mod_perl scripts you possess. You need it to have an ability to emu
multiuserenvironment and to emulatenultiple clients behavor which will call the mod_perl scripts at

your servesimultaneously. While there areommecial soluions, you can get away with free ones which

do the same job. You can usefpacheBenchab utility that comes within apachdistribution or use a
tool based ohWP::Paral lel ::User Agent .

Anotherimportant issue is to make sure to run testing client (Igadestor) on a system that is more
powerful than the system being tested. After all we are tryingjrtniate the Intemet users, where many

users are trying to reach your service at once -- since a numtmnairentusers can be quite large, your

testing machine much be veppwerful and capable tgeneatea heavy load. Of course you should ng
run the clients and the server on the same machine. If you do -- your testing results woobirée,
since clients will eat a CPU and a memory that have tiedeatedto the server, and vice versa.

4.10.1 Tuning with ab -ApacheBench

ab is a tool forbencimarking your Apache HTTP server. It is designed to give yourgoresionon how

much perfomanceyour current Apachénstalation can give. Inpartiaular, it shows you how many
requests per secs your Apache server is capable of servingbTd@ comes bundled with apache sourc
distribution (and it’'s free :).

Let's try it. We will simdate 10 users concurently requesng a very light script at
www.nowhere.com:81/test/test.pl . Each “user” makes 10 requests.

% ./ab -n 100 -c 10 www.nowhere.com:81/test/test.pl

The results are:

Concurrency Level: 10

Time taken for tests: 0.715 seconds
Complete requests: 100

Failed requests: 0

Non-2xx responses: 100

Total transferred: 60700 bytes
HTML transferred: 31900 bytes
Requests per second: 139.86
Transfer rate: 84.90 kb/s received

Connection Times (ms)
min avg max
Connect: 0O 0 3
Processing: 13 67 71
Total: 13 67 74

The only numbers we really care about are:

ate a

—
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Complete requests: 100
Failed requests: 0
Requests per second: 139.86

Let’s raise the load of requests to 100 x 10 (10 users, each makes 100 requests)

% ./ab -n 1000 -c 10 www.nowhere.com:81/perl/access/access.cgi

Concurrency Level: 10
Complete requests: 1000
Failed requests: 0

Requests per second: 139.76

As expected nothing changes -- we have the sammi€urent users. Now let’s raise the number of
concurentusers to 50:

% ./ab -n 1000 -c 50 www.nowhere.com:81/perl/access/access.cgi
Complete requests: 1000

Failed requests: 0

Requests per second: 133.01

We see that the server is capable of servingds@urentusers at an amazing 133 req/sec! Let'’s find the
upperboundary. Using-n 10000 -c 1000 failed to get results (Broken Pipe?). Usimg10000
-c 500 derived 94.82 reg/sec. The servgrsfomancewent down with the high load.

The above tests were performed with fiblwing configuration:

MinSpareServers 8
MaxSpareServers 6
StartServers 10

MaxClients 50
MaxRequestsPerChild 1500

Now let’s kill a child after a single request, we will use fibllowing configuration:

MinSpareServers 8
MaxSpareServers 6
StartServers 10
MaxClients 100
MaxRequestsPerChild 1

Simuate 50 users eaceneating a total of 20 requests:

% ./ab -n 1000 -c 50 www.nowhere.com:81/perl/access/access.cgi

Thebencimarktimed out with the aboveonfiguration.... | watched the output @k as | ran it, the parent
process just wasn't capable @fspawing the Killed children at that rate...When | raised théaxRe
guestsPer Child to 10 I've got 8.34 req/sec - very bad (18 times slower!) (You ¢emmthmark the
importanceof theMinSpare Servers , MaxSpare Servers andStart Servers with this kind of
test).
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Now let’s try to returrMaxRequestsPer Child to 1500, but to lower thielaxClients  to 10 and run
the same test:

MinSpareServers 8
MaxSpareServers 6
StartServers 10

MaxClients 10
MaxRequestsPerChild 1500

I've got 27.12 reg/sec, which is better but still 4-5 times slower (133MatClients  of 50)

Summary: | have tested a fewombhndions of serverconfiguration variables(MinS pare Servers
MaxSpare Servers Start Servers MaxClients MaxRequestsPer Child ). And the results we
have received are as follows:

MinS pare Servers , MaxSpare Servers andStart Servers are onlyimportantfor user response
times(someaimesuser will have to wait a bit).

The important parangters are MaxClients  andMaxRequestsPer Child . MaxClients  should be
not to big so it will not abuse your machine’s memory resources and not too small, when users
forced to wait for thehildrento become free to come serve théaxRequestsPer Child should be
as big apossble, to take the full benefit of mod_perl, but watch your server dbeigéming to make sure
your scripts are not leaking memory, thereby causing your server (and your service) to die very fast

Also it is important to undestandthat we didn’t test the response times in the tests above, but the al
of the server to respond under a heavy load of requests. If the script that was used to test was hes
numbers would bdifferentbut theconclwsionsare very similar.

Thebenchmarkswere run with:

HW: RS6000, 1Gb RAM

SW: AIX 4.1.5 . mod_perl 1.16, apache 1.3.3

Machine running only mysq|l, httpd docs and mod_perl servers.
Machine was _completely_ unloaded during the benchmarking.

After each server restart when | did changes to the sem@mnfsgurations | made sure the scripts were
preloaded byetchng a script at least once by every child.

It is importantto notice that none of requests timed out, even if was kept in server's queue for more
minute! (That is the wagb works, which is OK for the testing purposes but willuseceptblein the
real world - users will not wait for more than 5-10 secs for a request to complete, and the client (br
will timeout in a few minutes.)

Now let's take a look at some real code whesecuion time is more than a few millisecs. We will da
real testing and collect the data in tables for easier viewing.

| will use thefollowing abbreviations:

vill be

Dility
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han 1
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NR = Total Number of Request
NC = Concurrency

MC = MaxClients

MRPC = MaxRequestsPerChild
RPS = Requests per second

Running a mod_perl script with lots of mysqgl queries (the script under test is mysqgld bounded)

(http://www.nowhere.com:81/perl/access/access.cgi?do_sub=query_formgpwifiduration:

MinSpareServers 8
MaxSpareServers 16
StartServers 10
MaxClients 50
MaxRequestsPerChild 5000

gives us:

NR NC RPS comment

10 10 3.33 # not a reliable statistics
100 10 3.94
1000 10 4.62
1000 50 4.09

Conclwsions Here | wanted to show that when thpplicaion is slow -- not due to perl loading, code
compiation andexecuion, but bounded to sonextenal opegtion like mysgldquerying which made the
bottleneck-- it almost does not matter what load we place on the server. The RPS (Requests per se
almost the same (given that all the requests have been served, you have an ability to queue the cli
be aware thasomehing that goes to queue means a waiting client and a client (browser) that might
out!)

Now we will benctmark the same script without using the mysqgl (perl only bounded co
(http://www.nowhere.com:81/perl/access/access.cqi), it's the same script that just returns a HTML
without making any SQL queries.

MinSpareServers 8
MaxSpareServers 16
StartServers 10
MaxClients 50
MaxRequestsPerChild 5000

NR NC RPS comment

10 10 26.95 # not areliable statistics
100 10 30.88
1000 10 29.31
1000 50 28.01
1000 100 29.74
10000 200 24.92
100000 400 24.95
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Conclwsions This time the script we executed was pure perl (not bounded to 1/0O or mysql), so we se
the server serves the requests much faster. You can sBedhest Per Second (RPS) is almost the
same for any load, but goes lower when the numbeordéurentclients goes beyond tidaxClients

With 25 RPS, the clierdupplying a load of 40@concurent clients will be served in 16 secs. But to g4
morerealstic and assume the mawncurencyof 100, with 30 RPS, the client will be served in 3.5 seq
which is pretty good for a highly loaded server.

Now we will use the server for its fulapadty, by keeping allMaxClients alive all the time and
having a bigMaxRequestsPer Child , so no server will be killed during thenchmarking.

MinSpareServers 50
MaxSpareServers 50
StartServers 50
MaxClients 50
MaxRequestsPerChild 5000

NR NC RPS comment

100 10 32.05
1000 10 33.14
1000 50 33.17
1000 100 31.72

10000 200 31.60

Conclwsion In this scenario there is mveheadinvolving the parent server loading nelildren all the
servers ar@vailable and the onlyottleneckis contention for the CPU.

Now we will try to change thMaxClients and to watch the results: Let’s reduce MC to 10.

MinSpareServers 8
MaxSpareServers 10
StartServers 10
MaxClients 10
MaxRequestsPerChild 5000

NR NC RPS comment

10 10 23.87 # not areliable statistics
100 10 32.64
1000 10 32.82
1000 50 30.43
1000 100 25.68
1000 500 26.95
2000 500 32.53

e that

—*

Conclwsions Very little differenceé Almost no change! 10 servers were able to serve almost with the spme

througtput as 50 servers. Why? My guess it's because of @ratling. It seems that 10 servers wer¢e

serving requests 5 times faster than when in the test above we worked with 50 servers. In the cas
each child received its CPU time slice 5 times less frequently. So having a big vallex@ients
doesn’t mean that th@erfomancewill be better. You have just seen the numbers!

e above
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Now we will start todragically reduce théVlaxRequestsPer Child

MinSpareServers 8
MaxSpareServers 16
StartServers 10
MaxClients 50

NR NC MRPC RPS comment

100 10 10 5.77

100 10 5 3.32
1000 50 20 8.92
1000 50 10 5.47
1000 50 5 2.83
1000 100 10 6.51

Conclwisions When wedragically reduce theMaxRequestsPer Child , the performance starts to
become closer to the plain mod_cgi. Justdmmparsonwith mod_cgi, here are the numbers of this ry
with mod_cqgi:

MinSpareServers 8
MaxSpareServers 16
StartServers 10
MaxClients 50

NR NC RPS comment

100 10 1.12
1000 50 1.14
1000 100 1.13

Conclwsiort mod_cgi is much slower :) in test NReg/NClients 100/10 the RPS in mod_cgi was of 1.1
in mod_perl of 32, which is 30 times faster!!! In the first test each child waited about 100 secs
served. In the second and third 1000 secs!

4.10.2 Tuning with crashmescript

This is another crashme suiteoriginally written by Michael Schilli and located at
[http://www.linux-magazin.de/ausgabe.1998.08/Pounder/pounddr.htdil a fewmodifications (mostly
addingmy() operands). | also allowed it to accept more than one url to test,ssimeEmesyou want to
test an overall and not just one script.

The tool provides the same resultsahsabove but it also allows you to set the timeout value, so requs
will fail if not served within the time out period. You also get Latency (secs/Requesijhaodgtput
(Requests/sec) numbers. It can give you a better picture and make a cempletén of your favorite
Netscape browser :).

| have noticed while running theséb2nchmarking suites -ab gave me results 2.5-3.0 times better. Bot
suites run on the same machine with the same load with thepsaiamgters But theimplemertations are
different
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Sample output:

URL(s): [nttp://www.nowhere.com:81/perl/access/access.cqi
Total Requests: 100

Parallel Agents: 10

Succeeded: 100 (100.00%)

Errors: NONE

Total Time:  9.39 secs

Throughput:  10.65 Requests/sec

Latency: 0.85 secs/Request

And the code:
#!/usr/apps/bin/perl -w

use LWP::Parallel::UserAgent;
use Time::HiRes gw(gettimeofday tv_interval);
use strict;

Hit
# Configuration
Hit

my $nof_parallel_connections = 10;
my $nof_requests_total = 100;
my $timeout = 10;

my @urls = (
’ [nttp://www.nowhere.com:81/perl/fag_manager/iag_manager.pl ,
’ [htip:/www.nowhere.com:81/perl/access/access.cqi ],
);

HH R R B B A R R R
# Derived Class for latency timing
HH R R B B A R R R

package MyParallelAgent;
@MyParallelAgent::ISA = gw(LWP::Parallel::UserAgent);
use strict;

Hit
# Is called when connection is opened
Hit
sub on_connect {
my ($self, $request, $response, $entry) = @_;
$self->{__start_times}->{$entry} = [Time::HiRes::gettimeofday];
}

H#HH#

# Are called when connection is closed

H#HH#

sub on_return {
my ($self, $request, $response, $entry) = @_;
my $start = $self->{__start_times}->{$entry};
$self->{__latency_total} += Time::HiRes::tv_interval($start);

}
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sub on_failure {
on_return(@_); # Same procedure

}

H#
# Access function for new instance var
HH#
sub get_latency_total {
return shift->{__latency_total};
}

HHH AR R R R R R R R R R R R
package main;

HHH AR R R R R R R R R R R R R
HH#

# Init parallel user agent

HH#

my $ua = MyParallelAgent->new();

$ua->agent("pounder/1.0");
$ua->max_req($nof_parallel_connections);

$ua->redirect(0); # No redirects

HH#
# Register all requests
HH#
foreach (1..$nof_requests_total) {
foreach my $url (@urls) {
my $request = HTTP::Request->new('GET’, $url);
$ua->register($request);
}
}

HH#

# Launch processes and check time

HH#

my $start_time = [gettimeofday];

my $results = $ua->wait($timeout);

my $total_time = tv_interval($start_time);

Hitt
# Requests all done, check results
Hitt

my $succeeded =0;
my %errors = ();

foreach my $entry (values %3$results) {
my $response = $entry->response();
if($response->is_success()) {
$succeeded++; # Another satisfied customer
}else {
# Error, save the message
$response->message("TIMEOUT") unless $response->code();
$errors{$response->message}++;
}
}

56
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H#

# Format errors if any from %errors

H#

my $errors = join(’,’, map "$_ ($errors{$_})", keys %errors);
$errors = "NONE" unless $errors;

HiH
# Format results
HiH

#@urls = map {($_,".")} @Quirls;

my @P = (
"URL(s)" => join("\n\t\t ", @urls),
"Total Requests" => "$nof_requests_total",
"Parallel Agents" => $nof_parallel_connections,

"Succeeded" => sprintf("$succeeded (%.2f%%)\n",
$succeeded * 100 / $nof_requests_total),

"Errors" => $errors,

"Total Time"  => sprintf("%.2f secs\n", $total_time),

"Throughput"  => sprintf("%.2f Requests/sec\n",
$nof_requests_total / $total_time),

"Latency"” => sprintf("%.2f secs/Request",
$ua->get_latency_total() /
$nof_requests_total),

my ($left, $right);

#HH#

# Print out statistics

#HHH

format STDOUT =
@<<<<<<LLL LKL @F

"$left:", $right

while(($left, $right) = splice(@P, 0, 2)) {
write;

}

4.10.3 Choosng MaxClients

The MaxClients diredive sets the limit on the number simultaneousrequests that can be supported;
not more than this number of child server processes will be creatednligure more than 256 clients,
you must edit th¢HARD_SERVER_LIMITentry inhttpd.h  andreconpile. In our case we want this
variableto be as small gsossble, this way we canirtually bound the resources used by the sechér
dren Since we can restrict each child’s process size (pidche::Size Limit ) -- thecalcuation of
MaxClients s prettystraighforward:

MaxClients = Total RAM Dedicated to the Webserver / MAX child’s process size
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So if | have 400Mb left for the webserver to run with, | can seMbeClients to be of 40 if | know
that each child is bounded to the 10Mb of memory (e.g. Apidche::Size  Limit ).

Certainly you will wonder what happens to your server if there are morévihg@lients  concurent
users at some moment. The#tuation is acconpanied by the following warning message into the
error.log file:

[Sun Jan 24 12:05:32 1999] [error] server reached MaxClients setting,
consider raising the MaxClients setting

There is no problem -- argonnedion attempts over thMaxClients  limit will normally be queued, up
to a number based on thisten Backlog diredive. Once a child process is freed at the enddiffar-
entrequest, theonnetion will then be served.

But itis anerror because clients are being put in the queue rather than getting served at once, des
fact that they do not get an error response. The error can be allowed to persist toavaldaie system
resources and response time, but sooner or later you will need to get more RAM so you can sta|
children The best approach is to try not to have tuiedtion reached at all, and if reached you shou
start to worry about it.

It's important to undestand how much real memory a childccwpies Your children can share the
memory between them (when OS supports that and you take action to allow the sharing happen. |
the case, chances are that y®laxClients can be even higher. But it seems that it's not so simple
calcuate the absdute number. (If you come up witkoluion please let us know!). If the shared memor
was of the same size through the child’s life, we could derive a much better formula:

MaxClients=(Total_RAM+Shared_RAM_per_Child*MaxClients)/Max_Process_Size-1
which is:

MaxClients=(Total_RAM-Max_Process_Size)/(Max_Process_Size-Shared_RAM_per_Child)

4.10.4 Choosng MaxReguestsPeChild

The MaxReguestsPer Child diredive sets the limit on the number of requests thahdividual child
server process will handle. AftéMaxRequestsPer Child requests, the child process will die. I
MaxRequestsPer Child is 0, then the process will live forever.

SettingMaxRequestsPer Child to a non-zero limit has twieendicial effects: it solves memongak
agesand helps reduce the number of processes when the server load reduces.

The first reason is the most crucial for mod_perl, since slpppyranming will cause a child process to
consume more memory after each request. If left unbounded, then after a certain number of requ
childrenwill use up all theavailable memory and leave the server to die from mensbawation. Note,
thatsomeimesstardard system libraries leak memory taspeially on OSes with bad memonganage
ment(e.g. Solaris 2.5 on x86 arch). If this is your case you caMaeaRequestsPer Child to a small
number, which will allow the system to reclaim the memory, greedy child process consumed, w
exits afterMaxRequestsPer Child requests. But beware -- if you set this number too low, you W
loose the speed bonus you receive with mod_perl. ConsiderAauine::PerlRun if this is the case.
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Also settingMaxSpare Servers to a number close taxClients , will improve the response time
(but your parent process will be buggpawing newchildrenall the time!)

Another approach is to uggache::Size Limit module. By using it, you should be ablediscor
tinue using theMaxRequestsPer Child , although for some folks, using bothdombnation does the
job.

4.10.5 Choosng MinSpareServers MaxSpareServersand StartServers

With mod_perl enabled, it might take as much as 30 seconds from the time you start the server uf
ready to servéncoming requests. This delay depends on the OS, the number of preloaded modulg
the process load of the machine. So it’'s best t®&&at Servers andMinSpare Servers to high
numbers, so that if you get a high load just after the server has been restarted, the fresh serverg
ready to serve requestsmediately. With mod_perl, it's usually a good idea to raise albBableshigher

than normal. In order tmaximize the bendits of mod_perl, you don’t want to kill servers when they a
idle, rather you want them to stay up anailable to immediately handle new requests. | think an ideg
configuration is to setMinSpare Servers andMaxSpare Servers to similar values, maybe even the
same. Having thlaxSpare Servers close toMaxClients  will completely use all of your resources
(if MaxClients has been chosen to take the &dlvartageof the resources), but it'll make sure that 3
any given moment your system will be capableesfponihg to requests with the maximum speed (give
that number otoncurentrequests is not higher théfexClients .)

Let's try some numbers. For a heavily loaded web site aedaatedmachine | would think of (note
400Mb is just for example):

Available to webserver RAM: 400Mb
Child’s memory size bounded: 10Mb

MaxClients: 400/10 = 40 (larger with mem sharing)
StartServers: 20

MinSpareServers: 20

MaxSpareServers: 35

However if | want to use the server for many other tasks, but make it capable of handling a high lo
think of:

Available to webserver RAM: 400Mb
Child’s memory size bounded: 10Mb

MaxClients: 400/10 = 40
StartServers: 5
MinSpareServers: 5
MaxSpareServers: 10

(These numbers are taken off the top of my head, and it shouldn’t be used as a rule, buteetingtess
to show you sompossble scenaios. Use thisnformation wisely!)
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4.10.6 Summaryof Benchmarking to tune all 5parameters
OK, we've run varioudenchmarks-- let's summaize theconclwsions

® MaxRequestsPefChild

If your scripts are clean and don't leak memory, set\hri@bleto a number as large asssble
(100007). If you usé\pache::Size Limit , you can set thiparaneter to 0 (equal tanfinity).
You will want thisparaneter to be smaller if your code becomes unshared over the process’ life.

StartServers

If you keep a small number of servers active most of the time, keep this numbé&sjmaially if
MaxSpare Servers is low as it'll kill the just loaded servers before they were utilized at all
there is no load). If your service is heavily loaded, make this number clddex@lients (and
keepMaxSpare Servers equal toMaxClients as well.)

MinSpareServers

If your server performs other work besides web serving, make this low so the memory of u
childrenwill be freed when there is no big load. If your server’s load varies (you get loads in by
and you want fast response for all clients at any time, you will want to make it high, so tldtilnew
drenwill be respawned in advance and be waiting to handle bursts of requests.

MaxSpareServers

The logic is the same as MinSpare Servers - low if you need the machine for other tasks, hig
if it's a dedcatedweb host and you want a minimal response delay.

MaxClients

Not too low, so you don't get intosituation where clients are waiting for the server to start servi
them (they might wait, but not for too long). Do not set it too high, since if you get a high load ar
requests will bémmediately granted and served, your CPU will have a hard time keeping up, ar
the child’s size * number of runnirghildrenis larger than the totalvailable RAM, your server will
startswaping (which will slow downeventhing, which in turn will make things even more slower
until evertually your machine will die). It'smportant that you take pains to ensure tatagping
does not normally happen. Swap space israpgencypool, not a resource to be used oroasis
tent basis. If you are low on memory and you badly need it - buy it, memamagngly cheap
these days.

But based on the test | conducted above, even if you have plenty of memory like | have

increagng MaxClients somdimes will give you no speedup. The more clients are running, t
more CPU time will be required, the less CPU time slices each process will receive. The reg
latency (the time to respond to a request) will grow, so you won't see the exipgatedanent The
best approach is to find the minimusguirenentfor your kind of service and the maximwapdil-
ity of your machine. Then start at the minimum and test like Isdicesively raising thisparaneter
until you find the point on the curve of the graph of the latency otfandgtput where thémprove
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mentbecomes smaller. Stop there and use it. Of course when you uspdtasersin produdion
server, you will have the ability to tune them more precisely, since then you will see the
numbers. Also don't forget that if you add more scripts, or just modify the running ones proiest
ably that theparanetersneed to beecatulated since the processes will grow in size as you comp
in more code.

4.11 Using $|=1 under mod_perl and better print()tech
niques

As you knowlocal $|=1; disables thébuffering of the currently selected file handle (default i
STDOUT. If you enable itap_rflush() is called after eacprint() , unbuffeing Apache’s 10.

If you are using a _bad_ style geneating output, which consist ahultiple print() calls, or you just
have too many of them, you wiixpeiencea degralaion in performance Theseveity depends on the
number of the calls you make.

Many old CGls were written in the style of:

print "<BODY BGCOLOR=\"black\" TEXT=\"white\">";
print "<H1>";

print "Hello";

print "</H1>";

print "<A HREF=\"foo.htmI\"> foo </A>";

print "</BODY>";

which reveals théollowing drawbacks multiple print() calls -performancedegralaion with $|=1 ,
baclslashismwhich makes the code lessadhble and moredifficult to format the HTML to be easily
readhbleas CGl's output. The code below solves them all:

print gg{
<BODY BGCOLOR="black" TEXT="white">
<H1>
Hello
</H1>
<A HREF="foo.html"> foo </A>
</BODY>

|3
| guess you see tlifference Be careful though, wheprinting a<HTML> tag. The correct way is:
print qg{<HTML>

<HEAD></HEAD>
<BODY>

}

If you try thefollowing:

real
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print qa{
<HTML>
<HEAD></HEAD>
<BODY>

}

Some older browsers might not accept the output as HTML, but rather print it as a plain text, sinc
expect the firsthamdersafter the headers and empty line tob€lML> and not spaces and/addiional
newline and thekHTML>. Even if it works with your browser, it might not work for others.

Now let’'s go back to th&|=1 topic. | still disablebuffering, for 2 reasons: | use feprint() calls by
printing out multiline HTML and not a line peprint() and | want my users to see the outpunedi-
ately. So if | am about to produce the results of the DB query, which might take some time to comp
want users to get some titles ahead. This improvesdhikilty of my site. Recaljourself. What do you
like better: getting the output a bit slower, but steadily from the moment you've pressed the Submit
or having to watch the “falling stars” for awhile and then to receive the whole output at once, even
millisecs faster (if the client (browser) did not time out till then).

Conclwiont Do not blindly followsuggesons, but think what is best for you in every given case.

4.12 Profiling

Profiling process helps you tetemine which subrodinesor justsnippetsof code take the longeskecu
tion time and whichsubrodines are being called most ofteRrolably you will want tooptimize those,
and to improve the code towaetficiency.

It is possble to profile code running under mod_perl with thevel::DProf module,available on
CPAN. However, you must have apache version 1.3b3 or higher aieti@hildEx itHandler
enabled (during the httpd build process). When the server is stBegdl.:DProf installs anEND
block to write thetmon.out file. This block will be called at the serveinulown Here is how to start
and stop a server with the profiler enabled:

% setenv PERL5OPT -d:DProf

% httpd -X -d ‘pwd‘ &

... make some requests to the server here ...
% kill ‘cat logs/httpd.pid*

% unsetenv PERL50OPT

% dprofpp

TheDevel::DProf  package is a Perl code profiler. It will colléstormation on theexecuion time of
a Perl script and of the subs in that sc(iemeniber that print() andmap() are just like any other
subrodinesyou write, but they are come bundled with Perl!)

Another approach is to us&pache::DProf , which hooksDevel::DProf into mod_perl. The
Apache::DProf  module will run aDevel::DProf profiler inside each child server and write th
tmon.out file in thediredory $Server Root /logs/dprof/$$ when the child ishutlown (where
$$ is a number of the child process). All it takes is to addtfud.conf
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PerIModule Apache::DProf

Rementer that anyPerHardler that was pulled in befor@pache::DProf in the httpd.conf or
<startup.pl>, would not have its codebugjing info inserted. To rurdprofpp , chdir to$Server -
Root /logs/dprof/$$ and run:

% dprofpp

4.13 Sendingplain HTML as a compressedoutput

4.14 Apache::GzipChain - compress HTML (or anything) in
the OutputChain

Have you ever served a huge HTML file (e.g. a file bloated with JavaScript code) and wandere
could you send it compressed, tlidranmmaitcally cutting down thelowrload times. After all java applets
can be compressed into a jar and benefit from a fdeterload times. Why cannot we do the same with

plain ASCII (HTML,JS and etc), it is a known fact that ASCII text can be compressed by a factor of 10.

Apache::GzipChain comes to help you with this task. If a client (browserlestandgyzip encod
ing this module compresses the output and sendevitstream A client deconpresseghe data upon
receive and renders the HTML as if it was a plain HTML fetch.

For example to compress all html files on the fly, do:

<Files *.html>

SetHandler perl-script

PerlHandler Apache::OutputChain Apache::GzipChain Apache::PassFile
</Files>

Remenber that it will work only if the browser claims to accept compressed input, tk
Accept-Encod ing headerApache::GzipChain keeps a list of user-agents, thus it also looks
User-Agent header, for known to accept compressed output browsers.

For example if you want to return compressed files which should paaddimon through Embperl
module, you would write:

<Location /test>

SetHandler perl-script

PerlHandler Apache::OutputChain Apache::GzipChain Apache::EmbperlChain Apache::PassFile
</Location>

Hint: Watch anaccess log file to see how many bytes weaetually send, compare with a regulat
configuration send.

(Seeperldoc  Apache::GzipChain ).
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mod_perl tutorial: Choosing the Right Strategy 5.1 Do it like me?!

5.1 Dot like me?!

There is no such a thing as a singISGHT strakgyin web servebusiness though there are many wrong
ones. Never believe a person who sdim it this way, this is théest!". As the old saying goesTrust
but verify". There are too mangchologies out there to choose from, and it would takeeaomous
invesimentof time and money to try tealidateeach one beforgecidng which is the best choice for your
situation. Keeping this idea in mind, | will present somidéerent combnaions of mod_perl and other
technologiesor juststardalonemod_perl. I'll describe how these things work together, and offeopity
ions on the pros and cons of each, te&tive degree ofiffi culty in installing andmairtaining them,
some hints on approaches that should be used and things to avoid.

To be clear, | will not address aticimologiesand tools, but limit thisliscusionto thosecomplenening
mod_perl.

Please let me stress it agad® NOT blindly copy someone’s setup and hope for a good result. Cho
what is best for yousituation -- it might takesomeeffort to find it out.

5.2 mod_perl Deployment Overview

There are severdifferent ways to build,configure and deploy your mod_perl enabled server. Some
them are:

1. Having one binary and one config file (one big binary for mod_perl).

2. Having two binaries and two config files (one big binary for mod_perl and one small for sta
objects like images.)

3. Having one DSO-style binary, mod_pé&radable object and two config files (Dynamic linking lets
you compile once and have a big and a small binary in memory BUT you have to deal with a f
made soluion that has wealdocumertation and is still subject to change and is rather mo
complex.)

4. Any of the above plus a reverse proxy server in &ttgeerator mode.

If you are a newbie, | woulteconmendthat you start with the first option and work on getting your fe
wet with apache and mod_perl. Later, you can decide whether to move to the second one which
better tuning at the expense of maemplicated adminstration, or to the third option -- the more
state-of-the-art-yet-suspously-new DSO system, or to the fourth option which gives you even m
power.

1. The first option will kill your produdion site if you serve a lot of static data with ~2-12 ME
webserver processes. On the other hand, while testing you will have no otherrgeradion to
mask or add to your errors.

2. The second option allows you serbusly tune the two servers for maximumerformance On the
other hand you have to deal wiphoxying or fancy site design to keep the two serversyinchro
nizaion. In thisconfiguration, you also need to choose between running the two servensiltiple
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5.3 Standalone mod_perl Enabled Apache Server Stas Bekman

The rest of this section discusses the pros and the cons of each of these pres@gteaions.

5.3 Standalone mod_perl Enabled ApacheServer

The first approach is tinplementa straighforward mod_perl server. Just take your plain apache ser
and add mod_perl, like you add any other apache module. You continue to run it at the port it was r
before. Youprobably want to try this before you proceed to msophidicatedand complexechiques

Theadvariages

Thedisadrartages

ports,multiple IPs, etc... This adds the burderadmiristrating more than one server.

The third option (DSO) -- as mentioned above -- means playing withldledng edge. Inaddiion
mod_so (the DSO module) adds size atmimplexty to yourbinaries With DSO, modules can be
added and removed withotgconpiling the server, and modules are even shared amuitple
servers. Again, it ibleedng edge and stikomeavhatplatform specific, but your mileage may vary.

The fourth option (proxy in httpccekrator mode), once correctlgonfiguredand tuned, improves
the perfomanceof any of the above three options by cachinglauftering page results.

Simplidty. You just follow theinstalation instrudions configure it, restart the server and you are

done.
No network changes. You do not have to worry about wsitaigional ports as we will see later.

Speed. You get a very fast server, you seerammousspeedup from the first moment you start t
use it.

The process size of a mod_perl-enabled Apache server is(staging from 4Mb at startup and
growing to 10Mb and mor@epenihg on how you use it) compared to the typical plain Apache.
course if memory sharing is in place -- RABfuirenentswill be smaller.

You probaebly have a few tens afhildren processes. Thaddtional memoryrequiranentsadd up in
directrelation to the number ofhildrenprocesses. Your memory demands are growing by an ot
of magntude but this is the price you pay for thedtional performanceboost of mod_perl. With
memory prices so cheapwadays the addiional cost is low --espeially when you consider the
dramaticperformanceboost mod_perl gives to your services with every 100Mb of RAM you add.

While you will be happy to have these monster processes serving your scripts with monster
you should be very worried about having them serve static objects such as images and htn
Each static request served by a mod_perl-enabled server means another large process
compeing for system resources such as memory and CPU cycles. Theveda¢addepends on
static objects request ratBemenber that if your mod_perl code produces HTML code whic
includes images, each one will turn into another static object request. Having another plain wel
to serve the static objects solves this pletasnt obstale. Having a proxy server as a front end
caching the static objects and freeing the mod_perl processes from this burden issmhditier
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We will discuss both below.

® Anotherdrawbackof this approach is that when serving output to a client with acbonvetion, the
huge mod_perl-enabled server process (with all of its system resources) will be tied up unfil the
response is completely written to the client. While it might take anidlisecondsfor your script to
complete the request, there is a chance it will be still busy for some number of seconds of even
minutes if the request is from a sl@annedtion client. As in thepreviousdrawback a proxysolution
can solve this problem. More on proxies later.

Proxying dynamic content is not going to help much if all the clients are on a fast local net| (for
example, if you ar@admiristering an Intranet.) On the contrary, it can decreasgomance Still,
remenberthat some of your Intranet users might work from home through the slow modem links.

If you are new to mod_ perl, thispsobably the best way to ggourself started.

And of course, if your site is serving only mod_perl scripts (close to zero static objects, like images), this
might be the perfect choice for you!

5.4 One Plain and One mod_perl-enabled Apach&ervers

As | have mentioned before, when running scripts under mod_perl, you will notice that the httpd processes
consume a huge amount of memory, from 5M to 25M, or even more. That is the price you pay for the
enoimousspeedmprovementsunder mod_perl. (Again -- shared memory keeps them smaller :)

Using these large processes to serve static objects like images armtbbtméntsis overkill. A better
approach is to run two servers: a very light, plain apache server to serve static objects and a |heavier
mod_perl-enabled apache server to serve requests for dyfigménated objects (aka CGlI).

From here on, | will refer to these two serversiigd_docs (vanilla apache) anlttpd_perl (mod_perl
enabled apache).

Theadvariages

® The heavy mod_perl processes serve only dynamic requests, which alladeplinnent of fewer
of these large servers.

e MaxClients , MaxReguestsPer Child and relategparangters can now beoptimally tuned for
bothhttpd _docs andhttpd_perl serverssomehing we could not do before. This allows us to
fine tune the memory usage and get a better sperésmance

Now we can run many lightweightttpd _docs  servers and just a few heawtpd perl
servers.

An important note: When user browses static pages and the base URLLadét@n window points to
the static server, for exampletp://www.nowhere.com/index.html -- all relaive URLs (e.g.
<A HREF="/main/down load .html" >) are being served by the light plain apache server. But this is
not the case witdynanically geneatedpages. For example when the base URL in_theation window
points to the dynamic server -- (elgttp://www.nowhere.com:8080/perl/index.pl ) all

26 Feb 2000 67
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relaive URLs in thedynamically geneatedHTML will be served by the heavy mod_perl processes. Ypu
must use a fullyuaified URLs and not theelative ones!

http://www.nowhere.com/icons/arrow.gif is a full URL, while/icons/arrow.gif is a
relaive one. Using<BASE HREF="http://www.nowhere.com/" > in the geneated HTML is
another way to handle this problem. Also titepd_perl server could rewrite the requests back to
httpd_docs  (much slower) and you still need attertion of the heavy servers. This is not an issue |if
you hide tha@ntemal portimplemertations, so client sees only one server running on ®0rt

Thedisad/artages
® An admiristration ovehead

O A need for twodifferent sets ofconfiguration, log and other files. We need a spediakdory
layout to manage these. While sotieedories can be shared between the two servers (like the
include diredory, containng the apache include files assunmg that both are built from the
same sourcdistribution), most of them should beepaatedand theconfiguration files updated
to reflect the changes.

O A need for two sets afontroling scripts(startup/shutown) andwatctdogs

O If you areprocesig log files, now youprobebly will have to merge the twsepaatelog files
into one beforg@rocessg them.

e \We still have the problem of a mod_perl procependhg its precious time serving slow clients
when theprocesig portion of the request was completed long time ago, exactly as in the one server
approachDeploying a proxy solves this, and will be covered in the next sections.

As with only one server approach, this is not a mdipad/artageif you are on a fast local Intranet.
It is likely that you do not want lauffering server in this case.

Before you go on with thisoluion you really want to look at th&tardalonewebserver plus proxgolu-
tion.

5.5 Onelight non-Apache and One mod_perl enabled
Apache Servers

If the only requiranentfrom the light server is for it to serve static objects, then you can get away with
non-apache servers having an even smaller mefootgrint. thttpd  has been reported to be about b
times faster then apacliespeially under a heavy load), since it is very simple and uses almost no
memory (260k) and does not spawn child processes.

The Advartages

e All the advartagesof the 2 servers scenario.
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® More memory saving. Apache is about 4 times bigger tihdpd , if you spawn 3@hildrenyou use

about 30M of memory, whiléhttpd uses only 260k - 100 times less! You could use the saved 30M

to run more mod_perl servers.

Note that this is not true if your OS supports memory sharing andorgiguredapache to use it (it
is a DSO approach. There is no memory sharing if apache modules arsthatly compiled into
httpd). If you do allow memory sharing -- 30 light apache servers ought to use about 3-4Mb
because most of it will be shared. If this is the case -- the save ups are much smaihipdith

® Reported to be about 5 times faster then plain apache serving static objects.
TheDisadranages

® | acks some of apache’s features, like access control,redibedion, customiablelog file formats,
and so on.

5.6 Adding a Proxy Server in http Accelerator Mode

At the begiming there were 2 servers: one - plain apache server, whickemasight, andconfiguredto
serve static objects, the other -- mod_perl enabled, whichvargisheavy and aimed to serve mod_per
scripts. We named therhttpd_docs  andhttpd_perl appr@riately. The two serversoexsted at
the same IP(DNS) by listeing to different ports: 80 -- for httpd docs (e.g.
[http://www.nowhere.com/images/testiyifind 8080 -- for httpd_perl (e.g.
[http://www.nowhere.com:8080/peri/tes})piNote that | did not writfttp://www.nowhere.com:§or the
first example, since port 80 is a default http port. (Later on, | will be moving the httpd_docs server t
81.)

Now | am going to convince you that yaant to use a proxy server (in the htipceerator mode). The
advanagesare:

® Allow serving of static objects from the proxy’s cache (objects ghatiously were entirely served
by the httpd_docs server).

® You get less I/OCactivity reading static objects from the disk (proxy serves the most “populd
objects from the RAM memory - of course you benefit more if you allow the proxy serve
consume more RAM). Since you do not wait for the I/O to be completed you are able to ser
static objects much faster.

® The proxy server acts as a sort of output buffer for the dynamic content. The mod_perl server
the entire response to the proxy and is then free to deal with other requests. The proxy se
resposible for sending the response to the browser. So ifttheder is over a slow link, the
mod_perl server is not waiting around for the data to move.

Using numbers is always mocenvindng :) Let's take a user connected to your site with 28.8 kb
(bps == bits/sec) modem. It means that the speed of the user’s link is 28.8/8 = 3.6 kbytes
assume an averageneatedHTML page to be of 10kb (kb =kilobyte§ and an average script that
geneatesthis output in 0.5 secs. How much time will the server wait before the user gets the
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5.6 Adding a Proxy Server in http Accelerator Mode Stas Bekman

output response? A simpbalcuation reveals pretty scary numbers - it will have to wait for anoth
6 secs (20kb/3.6kb), when it could serve another 12 (6/0.5) dynamic requests in this time. Thi
simple example shows us that we need a twelve the numlséildfen running, which means you
will need only one twelve of the memory (which is not quite true because some parts of the co
being shared). But you know thadwadaysscripts return pages whidomdimesare being blown
up with javascript code and similar, which makes them of 100kb sizd@amdoad time to be of...
(This calcuation is left to you as aexerise:)

To make youdowroad time numbers even worse, let me remind you that many users like to (
many browser windows and do many things at qdogvrioad files and browsdeavy sites). So the
speed of 3.6kb/sec we weassunng before, may many times be 5-10 times slower.

® Also we are going to hide the details of the senienj@emertation. Users will never see ports in the
URLs (more on that topic later). And you can have a few boxes serving the requests, and or
serving as a front end, which spreads the jobs between the servers in a wapfiguuedit too. So
you canactually put down one server down for upgrade, but end user will never notice that beg
the front end server will dispatch the jobs to other servers. (Of course this is a pretty big issue,
would not be discussed in the scope of tlusumeny)

® [or secuity reasons, using any httatceerator (or a proxy in httpdacceerator mode) isessetial
because you do not let yomtemal server get directly attacked hybitrary packets from whomever.
The httpdacceerator andintemal servercommunicatein expected HTTP requests. This allows fg
only your public “bastion” accekrating www server to get hosed in succeskl attack, while
leaving yourintemal data safe.

Thedisad/artagesare:

e Of course there amrawbacks Luckily, these are ndtnctionality drawbacks but more ofadmiris-
tration hassle. You add another daemon to worry about, and while proxigersally stable, you
have to make sure to prepare proper startupshatdown scripts, which are being run at the boot an
rebootapprariately. Also, maybe avatchdogscript running at the crontab.

® Proxy servers can bmonfiguredto be light or heavy, the admin must decide what gives the high
perfomancefor hisapplicaion. A proxy server like squid is light in the concept of having only ol
process serving all requests. But it can appear pretty heavy when it loads objects into mem
faster service.

Have | succeeded tonvindng you that you want the proxy server?

If you are on a local area network (LAN), then the big benefit of the phboXferng the output and
feeding a slow client is gone. You gbebly better offsticking with a straight mod_perl server in thig
case.

As of this writing the two proxymplemertations are known to be used in bundle with mod_pesdjuid
proxy server andhod_proxy which is a part of the apache server. Let’s compare the two of them.
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5.7 The Squid Server

The Advartages

TheDisadrartages

The presented pros and cons lead to an ideaptbbdbly you might want squid more for its dynamig
contentbuffering features, but only if your server serves mostly dynamic requests. So sitution it is
better to have a plain apache server serving static objects, anghsmidg the mod_perl enabled serve
only. At least whemperformanceis the goal.

5.8 An Apache’smod_proxy

I do not think thedifferencein speed between apach®sx yPass and squid igelevantfor most sites,
since the real value of what they dobisffering for slow clientconnetions However squid runs as a
single process argrobably consumes fewer system resources. The trade-off is that mod_rewrite is ez
use if you want to spread parts of the site acddfsrentback end servers, and mod_proxy knows how
fix up redirectscontairing the back-end server’s idea of leeaion. With squid you can run i@diredor

Caching of static objects. So these are being served muchdsstemg that your cache size is big
enough to keep the most requested objects in the cache.

Buffering of dynamic content, by taking the burdenretfurnng the contengeneatedby mod_perl
servers to slow clients, thus freeing mod_perl servers from waiting for the slow clieluarioad
the data. Freed serveirmmediately switch to serve other requests, thus your number of requi
servers goedramaically down.

Non-linear URL space / server setup. You can use Squid to play some tricks with the URL
and/or domain based virtual server support.

Proxying dynamic content is not going to help much if all the clients are on a fast local net. Al
message on the squid mailing list implied that squid only buffers in 16k chunks so it would not
a mod_perl to compleienmediatelyif the output is larger.

Speed. Squid is not very fast today when compared to plain file based web aeailebde Only if
you are using a lot of dynamic features such as mod_perl or similar speed is a reason to use
and then only if thapplication and server is designed with caching in mind.

Memory usage. Squid uses quite a bit of memory.

HTTP protacol level. Squid is pretty much a HTTP/1.0 server, wisetously limits thedeployment
of HTTP/1.1 features.

HTTP headers / datefesmess The squid server might give out “old” pagesynfusng down
streanfclient caches. Also chances are that you will be giving out stale pages.

Stabilty. Compared to plain web servers Squid is not the most stable.
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process to proxy to more than one back end, but there is a problem inréidiregtsin a way that keeps
the client’s view of both server names and port numbers in all casediffibelt case being where you
have DNS aliases that map to the same IP address for an alias and you wedlitettito use port 80

(when the server is really ord#ferent port) but you want it to keep the specific name the browser sen
it does not change in the clientk&xation window.

The Advartages

TheDisadrartages

No addtional server is needed. We keep the one plain plus one mod_perl enabled apache serv
you need is to enable thmod_proxy in the httpd_docs  server and add a few lines tg
httpd.conf file.

Prox yPass andProx yPass Reverse diredives allow you to hide thentemal redirects so if
http://nowhere.com/modperl/ is actuwally http://local host :81/modperl/ it will
be absdutely trangparent for user.Prox yPass redirectsthe request to the mod_perl server, ar
when it gets the respondrox yPass Reverse rewrites the URL back to thariginal one, e.qg:

ProxyPass /modperl/ http://localhost:81/modperl/
ProxyPassReverse /modperl/ hitp://localhost:87/modperl/

It does mod_perl outpiouffering like squid does.

It even does caching. You have to produce cor@atent-Length |, Last-Modi fied and

[ soO

ors. All

d

Expires http headers for it to work. If some dynamic content is not to change constantly, youl can

dramaically increaseperformanceby caching it withProx yPass .

Prox yPass happens before theuthemication phase, so you do not have to worry abewtherti-
caiing twice.

Apache is able to accel https (secure) requests completely, while also doing http accel. (with
you have to use agxtenal rediredion program for that).

The latest (from apache 1.3.6) Apache proxy accel mode reported to be very stable.

Users reported that it might be a bit slow, but the latest version is fast enough. (How fast is er

)
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6.1 Standalone mod_perl Enabled ApacheServer

6.1.1 Installation in 10lines

Thelnstalation is very very simple (example ofstalation on Linux OS):

% cd /usr/src
% lwp-download http://www.apache.org/dist/apache x.x.x.tar.gz |
% lwp-download http://perl.apache.org/dist/mod perl-x.xx.tar.qz |
% tar zvxf apache_x.xx.tar.gz
% tar zvxf mod_perl-x.xx.tar.gz
% cd mod_perl-x.xx
% perl Makefile.PL APACHE_SRC-=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 PERL_MARK_WHERE=1 EVERYTHING=1
% make && make test && make install
% cd ../apache_x.x.x/src
% make install

That's all!

Notes: Replace x.x.x with the real version numbers of mod_perl and apachar gnumconpressess
well (with z flag).

6.1.2 Installation in 10 paragraphs

First download the sources of botlpackages e.g. you can uséwp-down load utility to do it.
lwp-down load is a part of the LWP (dibwww ) package, you will need to have it installed in ordé

for mod_per'smake test to pass. Once you install this package unless it's already instal
lwp-down load will be availablefor you as well.

% Iwp-download [nttp://www.apache.org/dist/apache x.x.x.tar.gz |

% lwp-download [htip:/lperl.apache.org/disymod perl-x.xx.tar.gz ]

Extract both sources. Usually | open all the sourcégsrisrc/ , your mileage may vary. So move the

sources andhdir to thediredory, you want to put the sources in. Gian utility knows tounconpress
too with z flag, if you have a non-gniar utility, it will be incgpableto deconpress so you would do it
in two steps: firsunconpresing the paclkageswith gzip -d apache_x.xx.tar.gz andgzip -d
mod_perl-x.xx.tar.gz , second un-tarring them witiar xvf apache_x.xx.tar andtar
xvf  mod_perl-x.xx.tar

% cd /usr/src

% tar zvxf apache_x.xx.tar.gz
% tar zvxf mod_perl-x.xx.tar.gz

chdir to the mod_perl souradiredory:

% cd mod_perl-x.xx

o1
led,
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Now build the make file, for a basic work and first timstalation the paranetersin the example below
are the only ones you would nefPACHE_SRG@ells where the apactsc diredory is. If you have
followed mysuggetion and have extracted the both sources under the diaaa®ry (/usr/src ), do:

% perl Makefile.PL APACHE_SRC=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 PERL_MARK_WHERE=1 EVERYTHING=1

There are manwddtional parangeters You can find some of them in tlwonfiguration dedcatedand
other sections. While runningerl Makefile .PL ... the process will check fgrereaiisitesand
tell you if somehing is missing, If you are missing some of the partkagesor othersoftware-- you will
have to install these before you proceed.

Now we make the project (byouilding the mod_peréxtersion and callingmake in apache sourcdirec
tory to build ahttpd ), testit (by running various tests) amustall the mod_perl modules.

% make && make test && make install

Note that ifmake fails, neithemake test nor make install will be not executed. lnake test fails, make
install will be not executed.

Now change to apache sourdieedory and runmake install to install apache’s headers, defau
configuration files, to build apachdiredory tree and to put thiettpd there.

% cd ../apache_x.x.x/src
% make install

When you execute the above command, apat$talation process will tell you how to start a freshly
built webserver (the path of tleachectl , more about it later) and where tbenfiguration files are.
Rementer (or even better write down) both, since you will need thisrmation very soon. On my
machine the twamportantpaths are:

lusr/local/apache/bin/apachectl
/usr/local/apache/conf/httpd.conf

Now the build and thénstalation processes are completed. Jesnfigure httpd.conf and start the
webserver.

6.1.3 Configuration Process

A basicconfiguration is a simple one. Firstonfigure the apache as you always do (Bett , User,
Group, correcterror Log and other file paths and etc), start the server and make sure it works. O
the ways to start and stop the server is tcapsehectl  utility:

% lusr/local/apache/bin/apachectl start
% lusr/local/apache/bin/apachectl stop

Shut the server down, open th#pd.conf in your favorite editor and scroll to the end of the filg

where we will add the mod_pezbnfiguration diredives (of course you can place them anywhere in the

file).
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Add thefollowing configuration diredives

Alias /perl/ /nome/httpd/perl/

Assuning that you put all your scripts, that should be executed by mod_perl enabled server,
/home/httpd/perl/ diredory.

PerIModule Apache::Registry
<Location /perl>
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
PerlSendHeader On
allow from all
</Location>

Now put a test script intthome/httpd/perl/ diredory:

#!/usr/bin/perl -w

use strict;

print "Content-type: text/htmI\r\n\r\n";
print "It worked!'"\n";

Make it executable angadibleby server, if your server is running as usebody (hint: look forUser
diredive in httpd.conf  file), do thefollowing:

% chown nobody /home/httpd/perl/test.pl
% chmod u+rx /home/httpd/perl/test.pl

Test that the script is running from the command linex®cuing it:
% /home/httpd/perl/test.pl

You should see:
Content-type: text/htmi

It worked!!!

Now it is a time to test our mod_perl senassunng that your config file includeBort 80, go to your
favorite Netscape browser and fetch fibowing URL (after you have started the server):

|nhttp://localhost/perl/test.pl |

Make sure that you have a loop-back dewiogefigured if not -- use the real server name for this test, f
example:

|nttp://www.nowhere.com/perl/test.pl

under
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You should see:

It worked!!!

If somehing went wrong, go through thiastalation process again, and make sure you didn’'t make
mistake. If that doesn't help, read thdSTALL poddocument(perlpod INSTALL) in the mod_perl
distribution diredory.

Now copy some of your perl/CGI scripts intdhemme/httpd/perl/ diredory and see them working
much much faster, from the newdpnfigured base URL(/perl/ ). Some of your scripts will not work
out of box and will demand some mintweakng or major rewrite to make them wogktoperly with
mod_perl enabled server. Chances are that if you arpradicing a sloppyprogranming techiques--
the scripts will work without angnodificaionsat all.

The above setup is very basic, it will help you to have a mod_perl enabled server running and tc
good feeling fronwatching your previously slow CGls now flying.

As with perl you can start benefit froomod_perl from the very first moment you try it. When youy
become mordamiliar with mod_perl you will want to start writing apache handlers and deploy moré
the mod_perl power.

6.2 One Plain and One mod_perl enabled Apach&ervers

Since we are going to run two apache servers we will needliffévent sets ofconfiguration, log and
other files. We need a speciitedory layout. While some of thdiredories can be shared between thg
two servergassunng that both are built from the same soudigtribution), others should bsepaated
From now on | will refer to these two servers latspd_docs (vanilla Apache) andhttpd_perl
(Apache/mod_perl).

For thisillustration, we will use/usr/local as ourroot diredory. The Apachenstalation diredories
will be stored under this ro¢tusr/local/bin , lusr/locall/etc and etc...)

First let's prepare the sources. We will assume that all the sources gasrisoc dir. It is better
when you use twaeepaate copies of apache sources. Since poobebly will want to tune each apache
version atsepaate and to do somenodificaions andreconpilations as the time goes. Having tvimde
perdentsource trees will prove helpful, unless you DSO which is covered later in this section.

Make twosubdredories

% mkdir /usr/src/httpd_docs
% mkdir /usr/src/httpd_perl

Put the Apache sources intéusr/src/httpd_docs diredory:

% cd /usr/src/httpd_docs
% gzip -dc /tmp/apache_x.x.x.tar.gz | tar xvf -
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If you have a gnu tar:

% tar xvzf tmp/apache_x.x.x.tar.gz

Replacetmp diredory with a path to alowrnloadedfile andx.x.x  with the version of the server you
have.

% cd /usr/src/httpd_docs

% Is -
drwxr-xr-x 8 stas stas 2048 Apr 29 17:38 apache_x.x.x/

Now we will prepare théttpd_perl server sources:

% cd /usr/src/httpd_perl
% gzip -dc /tmp/apache_x.x.x.tar.gz | tar xvf -
% gzip -dc /tmp/modperl-x.xx.tar.gz | tar xvf -

% Is -I
drwxr-xr-x 8 stas stas 2048 Apr 29 17:38 apache_x.x.x/
drwxr-xr-x 8 stas stas 2048 Apr 29 17:38 modperl-x.xx/

Time to decide on the desirditedory strudure layout (where the apache files go):

ROOT = /usr/local

The two servers can share folowing diredories (so we will notduplicatedata):

/usr/local/bin/
/usr/local/lib
/usr/local/include/
/usr/local/man/
/usr/local/share/

Impor tant: we assume that both servers are built from the same Apache source version.

Servers store their specific files eithetittpd_docs  or httpd_perl sub-diretories

lusr/local/etc/httpd_docs/
httpd_perl/

lusr/local/sbin/httpd_docs/
httpd_perl/

lusr/local/var/httpd_docs/logs/
proxy/
run/
httpd_perl/logs/
proxy/
run/

After compldion of the compiation and theinstalation of the both servers, you will need ¢onfigure
them. To make things clear before we proceed into details, you showmfdigure the
{usr/local/etc/httpd_docs/httpd.conf as a plain apache ambrt diredive to be 80 for
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example. Andusr/local/etc/httpd_perl/httpd.conf to configure for mod_perl server and
of course whos®ort should bedifferent from the onéhttpd_docs  server listens to (e.g. 8080). The

port numbers issue will be discussed later.

The next step is toonfigure and compile the sources: Below are fhecaluresto compile both servers

taking into account thdiredory layout | have just suggested to use.

6.2.1 Configuration and Compiation of the Sources.

Let's proceed withinstalation. | will use x.x.x instead of real version numbers so ttisument will
never becomebsdete:).

6.2.1.1 Building the httpd_docsServer

SourcesConfiguration:

% cd /usr/src/httpd_docs/apache_x.x.x

% make clean

% env CC=gcc \

Jconfigure --prefix=/usr/local \
--sbindir=/usr/local/sbin/httpd_docs \
--sysconfdir=/usr/local/etc/httpd_docs \
--localstatedir=/usr/local/var/httpd_docs \
--runtimedir=/usr/local/var/httpd_docs/run \
--logfiledir=/usr/local/var/httpd_docs/logs \
--proxycachedir=/ustr/local/var/httpd_docs/proxy

If you need some other modules, like mod_rewrite and mod_include (SSI), add them here as w

--enable-module=include --enable-module=rewrite

Note:gcc -- compiles httpd by 100K+ smaller thea on AIX OS. Remove the linenv CC=gcc

if you want to use the default compiler. If you want to use it and you are a (ba)?sh user you W

need thesnv function, t?csh users will have to keep it in.

Note: add--layout  to see theesuling diredories layout withoutactually running theconfigura-
tion process.

SourcesCompilation:

% make
% make install

Renaméhttpd to http_docs

% mv /usr/local/sbin/httpd_docs/httpd \
lusr/local/shin/httpd_docs/httpd_docs

Now update arapachectl utility to point to the renamed httpd via your favorite text editor or |

using perl:

ell:
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% perl -p -i -e 's|httpd_docs/httpd|httpd_docs/httpd_docs|’ \
lusr/local/sbin/httpd_docs/apachectl

6.2.1.2 Building the httpd_perl (mod_perl enabled)Server

Before you start teonfigurethe mod_perl sources, you should be aware that there are a few Perl mg
that have to be installed befobeiilding mod_perl. You will be alerted if any required modules a
missing when you run thperl Makefile .PL command line below. If you discover that some a
missing, pick them from your nearest CPA®&postory (if you do not know what is it, make a visit tg
[http://www.perl.com/CPAN) or run theCPANinteradive shell via the command lingerl -MCPAN

-e shell

Make sure the sources are clean:

% cd /usr/src/httpd_perl/apache_x.x.x
% make clean

% cd /usr/src/httpd_perl/mod_perl-x.xx
% make clean

It is important to make clean since some of the versions are not binawgnpaible (e.g apache 1.3.3 vs
1.3.4) so any “third-party” C modules need to be re-compiled against the latest header files.

Here | did not find a way to compile witjicc (my perl was compiled witlkc so we have to compile
with the same compiler!!!

% cd /usr/src/httpd_perl/mod_perl-x.xx

% /usr/local/bin/perl Makefile.PL \

APACHE_PREFIX=/ust/local/ \

APACHE_SRC-=../apache_x.x.x/src \

DO_HTTPD=1\

USE_APACI=1\

PERL_MARK_WHERE=1\

PERL_STACKED_HANDLERS=1\

ALL_HOOKS=1\

APACI_ARGS=--sbindir=/ustr/local/sbin/httpd_perl, \
--sysconfdir=/usr/local/etc/httpd_perl, \
--localstatedir=/usr/local/var/httpd_perl, \
--runtimedir=/usr/local/var/httpd_perl/run, \
--lodfiledir=/ust/local/var/httpd_perl/logs, \
--proxycachedir=/usr/local/var/httpd_perl/proxy

Notice thatall APACI_ARGS (above) must be passed as one long line if you work tRitgh !!!
However it works correctly the way it shown above wiih)?sh (by breakng the long lines with\ ).
If you work witht?csh it does not work, sinccsh passe@APACI_ARGSargumentsto./config -
ure by keeping the new lines untouched, btitpping the original '\ ’, thus breakng the configuration
process.

As with httpd_docs  you might need other modules likeod_rewrite , so add them here:

dules
re
e
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--enable-module=rewrite
Note:PERL_STACKED_HANDLERS3d needed foApache::DBI

Now, build, test and install thHetpd_perl

% make && make test && make install

Note: apache puts a stripped versiorhtipd at /usr/local/shin/httpd_perl/httpd . The
original version which includedebugjing symbols (if you need to rundebuger on this executable) is
located afustr/src/httpd_perl/apache_x.x.x/src/httpd

Note: You may have noticed that we did not nuake install in the apache’s sourcireaory. When
USE_APACIis enabledAPACHE_PREFIXwill specify the--prefix option for apache’sonfig -
ure utility, spedfying the instalation path for apache. When this option is used, mod_pearbke
install will also make install on the apache side, installing the httpd binary, support tools, al
with the configuration, log anddocumenttrees.

If make test fails, look intot/logs  and see what is in there.

While doing perl  Makefile .PL ... mod_perl might complain by warning you about missin
libgdbm . Users reported that it &tually crucial, and you must have it in orderstacceslly complete
the mod_perbuilding process.

Now rename théattpd to httpd_perl

% mv /usr/local/sbin/httpd_perl/httpd \
lusr/local/sbin/httpd_perl/httpd_perl

Update the apachectl utility to point to renamed httpd name:

% perl -p -i -e 's|httpd_perl/httpd|httpd_perl/httpd_perl]’ \
lusr/local/sbin/httpd_perl/apachectl

6.2.2 Configuration of theservers

Now when we have completed thailding process, the last stage before running the serversgamfior
urethem.

6.2.2.1 Basichttpd_docs Server’'sConfiguration

Configuring of httpd_docs  server is a very easy task. Open

{usr/local/etc/httpd_docs/httpd.conf into your favorite edito¢staring from version 1.3.4
of Apache - there is only one file to edit). Aodnfigureit as you always do. Make sure yoanfigure the
log files and other patheccordng to thediredory layout we decided to use.

Start the server with:

bng
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lusr/local/sbin/httpd_docs/apachectl start

6.2.2.2 Basic httpd_perl Server’'s Configuration

Here we will make a basicconfiguration of the httpd_perl server. We edit the
lusr/local/etc/httpd_perl/httpd.conf file. As with httpd_docs  serverconfiguration,
make sure thaError Log and other file’docdion diredives are set to point to the right placescord
ing to the chosediredory layout.

The first thing to do is to setRort diredive - it should bedifferent from 80 since we cannot bind 2
servers to use the same port number on the same machine. Here we will use <808@evBbpeesuse

port 81, but you can bind to it, only if you have ropérmisions If you are running on multiuser
machine, there is a chance someone already uses that port, or will start using it in the future - which
undestandmight cause aollision If you are the only user on your machibastcally you can pick any
not used port number. Port numimroosng is acontroversial topic, since manyprganizaions usefire-

walls, which may block some of the ports, or enable only a known ones. Froexpayencethe most
used port numbers ar80, 81, 8000 and8080. Persoally, | prefer the porB080. Of course with 2
server scenario you can hide thenstadard port number fronfirewalls and users, by either using the
mod_proxy’sProx yPass or proxy server like squid.

Now we proceed to mod_perl specificedives A good idea will be to add them all at the end of th
httpd.conf |, since you are going to fiddle a lot with them atltbgiming.

First, you need to specify thecaion where all mod_perl scripts will be located.

Add thefollowing configuration diredive:

# mod_perl scripts will be called from
Alias /perl/ /ust/local/myproject/perl/

From now on, all requesstartng with /perl  will be executed undenod_perl and will be mapped to
the files in/usr/local/mypro ject [perl/

Now we shouldcconfigurethe/perl  location.
PerIModule Apache::Registry

<Location /perl>
#AllowOverride None
SetHandler perl-script
PerlHandler Apache::Registry
Options ExecCGl
allow from all
PerlSendHeader On

</Location>

This configuration causes all scripts that are called witfparl  path prefix to be executed under th
Apache::Registry module and as a CGI (so teeecCGl, if you omit this option the script will be
printed to the user's browser as a plain text or wtlssbly trigger a ’Save-As window).
Apache::Registry module lets you run almosinatered CGl/perl scripts undemod_perl .

as you
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PerlMod ule diredive is anequivalent of perl's require() . We load theApache::Registry
module before we use it in tikerl Handler in thelLocation configuration.

PerlSend Header Ontells the server to send an HTTP header to the browser on everyirsapiat
tion. You will want to turn this off for nph (hon-parsed-headers) scripts.

This is only a very basiconfiguration.

Now start the server with:

lusr/local/sbin/httpd_perl/apachectl start

6.3 Running 2 webservers and squid in httpdaccekrator
mode

While | have detailed the mod_perl sennestalation, you are on your own with installing the squig
server. | run linux, so | dowrloaded the rpm package, installed itconfigured the
letc/squid/squid.conf , fired off the server and was all s&asically once you have the squid
installed, you just need to modify the defaaduid.conf  the way | will explain below, then you are
ready to run it. (You will find squid related links at tBetting Helped and Further Learning section.)

First, lets undestand what do we have in hands and what do we want from squid. We havg
httpd_docs andhttpd_perl serverdistering on ports 81 and 808&ccordngly (we have to move
the httpd_docs server to port 81, since port 80 will be taken over by squid). Both reside on the
machine as squid. We want squid to listen on port 80, forward a single static object request to tk
httpd_docs server listens to, and dynamic request to httpd_perl’'s port. Both servers return the dat
proxy server (unless it is already cached in the squid), so user never sees the other ports and nevg
that there might be more then one server running. Proxy server makes all the magic letrigghignt
to user. Do not confuse it withod_rewrite, where a serveedirectsthe requestomevhereaccordng to
the rules and forgets about it. The describetttionality is being known aéttpd accel er ator
mode in proxy dialect.

You shouldundestandthat squid can be used as a straight forward proxy sgemeplly used atompa
niesand ISPs to cut down tlecoming traffic by caching the most popular requests. However we wan
run it in the httpd accel er ator mode. Two diredives httpd_accel_host and
httpd_accel_port enable this mode. We will see more details in a few seconds. If you are curr
using the squid in the regular proxy mode, you can exteffahitionality by running both modesoncur
rently. To acconplish this, you extend thexigent squid configuration with httpd  accel er ator
mode's relateddiredivesor you just create one from scratch.

As stated before, squid listens now to the port 80, we have to move the httpd_docs server to lig
example to the port 81 (your mileage may vary :). So you have to modify the httpd.conf in the httpd
configuration diredory and restart the httpd_docs server (But not before we get the squid running i
are working on th@rodudion server). And as yoremenber httpd_perl listens to port 8080.
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Let's go through the changes we should make to the detawfiguration file. Since this file
(/etc/squid/squid.conf ) is huge (about 60k+) and we would not use 95% of itsoggeson is
to write a new onéncluding only themodyified diredives

We want to enable thedirect feature, to be able to serve requests, by more then one server (in our
we have httpd_docs and httpd_perl) servers. So we splettjyg_accel_host as virtual. This
assumes that your server masltiple interfaces- Squid will bind to all of them.

httpd_accel_host virtual

Then we define the default port - by default, if redirected httpd_docs will serve the pages. We assun
that most requests will be of the static nature. We have our httpdistensg on port 81.

httpd_accel_port 81

And as described before, squid listens to port 80.

http_port 80

We do not use icp (icp used for cache sharing betweggfbor machines), which is momelevantin the
proxy mode.

icp_port O

hier ar chy _stoplist defines a list of words which, if found in a URL, causes the object to
handled directly by this cache. In other words, use this to not gqaggibor caches for certain objects.
Note that | haveonfiguredthe/cgi-bin and/perl aliases for my dynamidocunents if you named
them in adifferentway, make sure to use the correct aliases here.

hierarchy_stoplist /cgi-bin /perl

Now we tell squid not to cache dynamic pages.

acl QUERY urlpath_regex /cgi-bin /perl
no_cache deny QUERY

Please note that the last tdmedives arecontroversial ones. If you want your scripts to be maemmply-
ing with the HTTPstardards the headers of your scripts should carry @eching Direc tives
accordng to the HTTP specs. You will find a completgorial about this topic iMuto rial on HTTP
Headers for mod_perl users by Andreas J. Koenig. If you set the headers correctly there is
need to tell squicacceerator to NOT try to cachesomehing. The headers | am talking about ar
Last-Modi fied andExpires .What are they good for? Squid would not bother your mod_perl sel
a second time if a request is (a) cachable and (b) still in the cache. Many mappedions will
produceidertical results oridertical requests at least if not much time goes by between the request
your squid might have a hit ratio of 50%, which means that mod_perl servers will have as twice §
work to do than before. This is orppssble by setting the headers correctly.

Even if you insert user-ID and date in your page, caching can save resources when yoexpettiba
time to 1 second. A user might double click where a single click would do, thus sending two requég
paralel, squid could serve the second request.
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But if you are lazy, or just have too many things to deal with, you can leave theditaoiieesthe way |
described. But keep in mind that one day you will want to reread this snippet and the Atutioealsand
squeeze even more power from your servers withogtsing money foraddtional memory and better
hardvare

While testing you might want to enable th#ebuging options and watch the log files in
Ivar/log/squid/ . But turn it off in yourprodudion server. | list it commented out. (28 == access
control routes).

# debug_options ALL, 1, 28, 9

We need to provide a way for squid to dispatch the requests to the correct servers, static object tequests
should beredirectedto httpd docs (unless they are already cached), while dynamic should go to the

httpd_perl server. Theonfiguration below tells squid to fire off 1@edirectdaemons at thepecfied path
of theredirectdaemon and disableswriting of anyHost: headers imedirectedrequests (as suggested
by squid’sdocumertation). Therediredion daemon script is enlisted below.

redirect_program /usr/lib/squid/redirect.pl
redirect_children 10
redirect_rewrites_host_header off

Maximum allowed request size kilobytes This one is pretty obvious. If you are using POST to upload
files, then set this to the largest file’s size plus a few extra kbytes.

request_size 1000 KB

Then we have accepermisions which | will not explain. But you might want to read thecumertation
so to avoid angecuity flaws.

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl myserver src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563

acl Safe_ports port 80 81 8080 81 443 563
acl CONNECT method CONNECT

http_access allow manager localhost
http_access allow manager myserver
http_access deny manager

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
# http_access allow all

Since squid should be run as non-root user, you need these if yinuakiag the squid as root.

cache_effective_user squid
cache_effective_group squid

Now configure a memory size to be used for caching. A sglddunertation warns that the actual size of
squid can grow three times larger than the value you are going to set.
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cache_mem 20 MB

Keep pools ofallocated(but unused) memorgvailable for future use. Read more about it in the squ
documents

memory_pools on

Now tight the runtimepermisions of the cache manager CGI scriftachemgr.cgi ,that comes
bundled with squid) on yowrodudion server.

cachemgr_passwd disable shutdown
#cachemgr_passwd none all

Now the rediredion daemon script (you should put it at tleeaion you havespedfied by redi -
rect _program parangterin the config file above, and make it executable by webserver of course):

#!/usr/local/bin/perl
$|=1;

while (<>) {
# redirect to mod_perl server (httpd_perl)
print($_), next if s|(:81)?/perl/|:8080/perl/|o;

# send it unchanged to plain apache server (http_docs)
print;
}

In my scenario the proxy and the apache servers are running on the same machine, that’s suystijus
tute the port. In the presented squidnfiguration, requests that passed through squid are converteq
point to thelocalhost (which is127.0.0.1 ). The aboveediredor can be more complex of course, by
you know the perl, right?

A few notesregardng rediredor script:

You must disabléuffering. $|=1; does the job. If you do not disalbeffering, the STDOUTwill be
flushed only when the buffer becomes full and its default size is aboutch@@gters So if you have an
average URL of 70 chars, only after 59 (4096/70) requests the buffer will be flushed, and the reque
finally achieve the server in target. Your users will just wait till it will be filled up.

If you think that it is a veryneffective way toredirect I'll try to prove you theoppasite Therediredor
runs as a daemon, it fires upriidirect daemons, so there is no problem with petérpreterloading,
exactly like mod_perl -- perl is loaded all the time and the code was already compiledirestdis very
fast (not slower ifediredor was written in C or alike). Squid keeps an open pipe to realifect daemon,
thus there is even ravetheadof theexpersive system calls.

Now it is time to restart the server, at linux | do it with:

[etc/rc.d/init.d/squid restart

86 26 Feb 2000



mod_perl tutorial: Real World Scenarios Implementation 6.3 Running 2 webservers and squid in httpd accelerator mode

Now the setup is complete ...

Almost... When you try the new setup, you will be surprised and upset to discover the port 81 show
in the URLSs of the static objects (like htmls). Hey, we did not want the user to see the port 81 and
instead of 80, since than it will bypass the squid server and the hard work we went through wag
waste of time? Theoluion is to run both squid and httpd_docs on the same port. This caccbm
plished by binding each one to a specifiterface Modify the httpd.conf in the httpd_docs
configuration diredory:

Port 80
BindAddress 127.0.0.1
Listen 127.0.0.1:80

Modify the squid.conf

http_port 80

tcp_incoming_address 123.123.123.3
tcp_outgoing_address 127.0.0.1
httpd_accel_host 127.0.0.1
httpd_accel_port 80

Where 123.123.123.3 should be replaced with IP of your main server. Now restart squid
httpd_docs in either order you want, and voila the port number has gone.

You must also have in thetc/hosts an entry (most chances that it's already there):

127.0.0.1 localhost.localdomain localhost

Now if your scripts werggeneatng HTML including fully qualfied self references using the 8080 or
other port -- you should fix them geneatelinks to point to port 80 (which means not using the port
all). If you do not, users will bypass squid, like if it was not there at all, by making direct requests 1
mod_perl server’s port. The ondesion left is what to do with users whimokmarkedyour services and
they still have the port 8080 inside the URL. Do not worry about it. The impsttantthing is for your
scripts to return a full URLS, so if the user comes from the link with 8080 port inside, let it be. Just
sure that all theonseative calls to your server will beswritten correctly. During a period of time users
will change theibookmarks What can be done is to send them an email if you have one, or to leg
note on your pages asking users to update timamkmarks You could avoid this problem if you did not
publish this non-80 port in first place.

To save you some keystrokes, here is the wimaldified squid.conf

http_port 80

tcp_incoming_address 123.123.123.3
tcp_outgoing_address 127.0.0.1
httpd_accel_host 127.0.0.1
httpd_accel_port 80

icp_port 0
hierarchy_stoplist /cgi-bin /perl

acl QUERY urlpath_regex /cgi-bin /perl
no_cache deny QUERY
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# debug_options ALL,1 28,9

redirect_program /ustr/lib/squid/redirect.pl
redirect_children 10
redirect_rewrites_host_header off

request_size 1000 KB

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl myserver src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563

acl Safe_ports port 80 81 8080 81 443 563
acl CONNECT method CONNECT

http_access allow manager localhost
http_access allow manager myserver
http_access deny manager

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
# http_access allow all

cache_effective_user squid
cache_effective_group squid

cache_mem 20 MB
memory_pools on

cachemgr_passwd disable shutdown

Note that alldiredivesshould start at thieegiming of the line.

6.4 Running 1 webserver and squid in httpdaccekrator
mode

When | was first told about squid, | thought: “Hey, Now | can drophtityged_docs  server and to have
only squid andttpd_perl servers". Since all my static objects will be cached by squid, | do not n
the lighthttpd_docs  server. But it was a wroregsumgon. Why? Because you still have tbeehead

of loading the objects into squid at first time, and if your site has many of them -- not all of them w
cached (unless you have devoted a huge chunk of memory to squid) and my heavy mod_perl serv
still have amoverheadof serving the static objects. How one would measurevhtead® Thedifference

between the two servers is memagnsumgion, eventhing else (e.g. 1/0) should be equal. So you ha

ced

ill be
ers will

e

to estimate the time needed for first timietching of each static object at a peak period and thus the

number ofaddtional servers you need for serving the static objects. This will allow yocaltolate addk
tional memoryrequiranents | can imagine, this amount could gignificantin someinstalations.
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So | have decided to have even madmiristration ovetheadand to stick with squid, httpd_docs anc
httpd_perl scenario, where | captimize and fine tuneeverything. Of course this can be not your case.
you are feeling that the scenario from fitevious section is toacomplicatedfor you, make it simpler.
Have only one server with mod_perl built in and let the squid to do most of the job that plain light a
used to do. As | have explained in fhrevious paragraph you should pick this lighter setup only if you
can make squid cache most of your static objects. If it cannot, your mod_perl server will do the wa
do not want it to.

If you are still with me, install apache with mod_perl and squid. Then use a sionkguration from the
previous section, but now httpd_docs is not there anymore. Also we do not neeztlileetor anymore
and we specifinttpd_accel_host as a name of the server and motual . There is no need to
bind two servers on the same port, because we deedibéct and there is neithéBind nor Listen
diredivesin thehttpd.conf anymore.

Themodified configuration (see theexplanaionsin theprevioussection):

httpd_accel_host put.your.hostname.here
httpd_accel_port 8080

http_port 80

icp_port O

hierarchy_stoplist /cgi-bin /perl
acl QUERY urlpath_regex /cgi-bin /perl
no_cache deny QUERY

# debug_options ALL, 1, 28, 9

# redirect_program /usr/lib/squid/redirect.pl
# redirect_children 10
# redirect_rewrites_host_header off

request_size 1000 KB

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl myserver src 127.0.0.1/255.255.255.255
acl SSL_ports port 443 563

acl Safe_ports port 80 81 8080 81 443 563
acl CONNECT method CONNECT

http_access allow manager localhost
http_access allow manager myserver
http_access deny manager

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
# http_access allow all

cache_effective_user squid
cache_effective_group squid

cache_mem 20 MB

pache

rk we
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memory_pools on

cachemgr_passwd disable shutdown

6.5 Using mod_proxy
Now we will talk about apache’s mod_proxy anmtlestandhow it works.

The server on port 80 answers http requests directly and proxies the mod_perl enabled serve
following way:

ProxyPass /modperl/ |nttp://localhost:81/modperl/ |
ProxyPassReverse /modperl/ |nttp://localhost:81/modperl/ |

PPRis the saving grace here, that makes apache a win over Squid. It rewriedirthet on its way back
to theoriginal URI.

You can control théuffering feature withProx yReceive Buffer Size diredive:

ProxyReceiveBufferSize 1048576

The above setting will set a buffer size to be of 1Mb. If it is noexsglictly, then the default buffer size
is used, which depends on OS, for Linux | suspect sioimevhere below 32k. Sdbastally to get an
immediaterelease of the mod_perl server from stadaiing, Prox yReceive Buffer Size should be
set to a value greater than the bigggsteatedrespond produced by any mod_perl script.

The Prox yReceive Buffer Size diredive spedfies an explicit buffer size fooutgoing HTTP and
FTP connedions It has to be greater than 512 or set to dlicatethat the system’s default buffer sizg
should be used.

As the name states, imiffering feature applies only tdownstream data (coming from the origin server
to the proxy) and not upstream (ilauffering the data being uploaded from the client browser to t
proxy, thus freeing the httpd_perl origin server from being tied up during a large POST such as
upload).

Apache does caching as well. Ifslevant to mod_perl only if you produce proper headers, so yg
scripts’ output can be cached. See apaduemertation for more details ogonfiguration of this capail-

ity.

Ask Bjoern Hansen has written mod_proxy add_forward module for apache, that sets th
X-Forwarded-For  field when doing @rox yPass, similar to what squid can do. (Itscaion is
spedfied in the help section)Bastally, that module adds an extra HTTP headeprtaxying requests.
You can access that header in the mod_perl-enabled server, and set the IP of the remote server. Y
need to compile anything into the back-end server, if you are apahe::{Registry,PerlRun}

just putsomehing like thefollowing into start-up.pl

in the

a file
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D
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sub My::ProxyRemoteAddr ($) {
my $r = shift;

# we’'ll only look at the X-Forwarded-For header if the requests

# comes from our proxy at localhost

return OK unless ($r->connection->remote_ip eq "127.0.0.1");

if (my ($ip) = $r->header_in('X-Forwarded-For’) =~ /([*\s]+)$/) {
$r->connection->remote_ip($ip);

}

return OK;
}

And in httpd.conf

PerlPostReadRequestHandler My::ProxyRemoteAddr

Different sites havalifferent needs. If you're using the header to set the IP address, apache believe
dealing with (in the logging and stuff), you really don’t want anyone but your own system to se
header. That's why the aboveecommendedcode” checks where the request is really coming fror
beforechangng theremote_ip

From that point on, the remote IP address is correct. You should be able toREMSIE ADDRSs
usual.

You could do the same thing with othenvironment variables (though | think several of them are
preserved, you will want to run some tests to see which ones).

6.6 mod_perl server asDSO

To build the mod_perl as DSO addSE_DSO=1to the rest ofconfiguration parangters (to build
libperl.so instead ofibperl.a ), like:

perl Makefile.PL USE_DSO=1 ...
If you run./config  ure from apache source do not forget to adeinable-shared=perl
Then just add theoad Module diredive into yourhttpd.conf

You will find a completeexplenation in theINSTALL.apaci  pod which can be found in the mod_per
distribution.

Some people reported that DSO compiled mod_perl would not run on specific OS/perl version
threads enabled perl reportsaimedimesto break the mod_perl/DSO. But it still can work for you.
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6.7 HTTP Authentication with 2 servers +proxy

Assuning that you have a setup of one “front-end” server, which proxies the “back-end” (mod_p|
server, if you need to perform thathenicaion in the “back-end” server, it should handle alltherica
tion itself. If apache proxies correctly, it seems like it would pass througlutilenicaion information,
making the “front-end” apachsomevhat “dumb”, as it does nothing, but passes through allittfier-
mation.

The onlypossble caveat in the config file is that yoAwuth stuff needs to be iDirec tory ... > ..
</Direc tory > tags because if you use<docation /.. > ... </Loca tion > the proxypass
server takes the auth info for its oautheticaion and would not pass it on.
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7 Installation Notes
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7.1 Configuration and Installation Stas Bekman

7.1 Configuration and Installation

7.1.1 perl

Make sure you have perl installed -- the newer stable version you have the better (minimum perl.5
If you don't have it -- install it. Follow thestrudions in the distribution’s INSTALL file. During the
configuration stage (while runningConfig  ure ), make sure you answ¥ESto thequedion:

Do you wish to use dynamic loading? [y]

Answery to be able to loadynamcally Perl Modulesxtersions

7.1.2 apache

It is a good idea to try to install the apache webserver without mod_perl first. This s@pdiiing goes

.0041).

wrong, you will know that it's not the apache server’s problem. But you can skip this stage if you alfeady

have a working (non-mod_perl) apache server, or if you are just the daring type. In any case you
unpack the apache soumtistribution, prefemably at the same level as the mod_uistribution.

% Is -I /usr/src
drwxr-xr-x 8 stas bar 2048 Oct 6 09:46 apache_x.x.x/
drwxr-xr-x 19 stas bar 4096 Oct 2 14:33 mod_perl-x.xx/

7.1.3 mod_perl

Now we come to the main point of tldecument

Here | will give only a short example of mod_piedtalation. A dedicatedsection discusses this issue in

more details.

As with any perl package, thestalation of mod_perl is very easy arsflardard perldoc  INSTALL
will guide you through theonfiguration and thenstalation processes.

The fastest way to install would be:

% perl Makefile.PL APACHE_SRC=../apache_x.x.x/src \
DO_HTTPD=1 USE_APACI=1 PERL_MARK_WHERE=1 EVERYTHING=1
% make && make test && make install

Note: replace x.x.x with the version numbers gotially use.

To change thénstalation target (either if you are nobot or you need to install a second copy fo
testing purposesassunng you usefoo/server as a basdiredory, you have to run this:

% perl Makefile.PL APACHE_SRC=../apache_x.x.x/src \
DO_HTTPD=1 PERL_MARK_WHERE=1 EVERYTHING=1\
APACHE_PREFIX=/foo/server PREFIX=/foo/server

should

=

94 26 Feb 2000



mod_perl tutorial: Installation Notes 7.2 How can | tell whether mod_perl is running

WherePREFIX spedfies where to install the perl moduleSPACHE_PREFIX- the same for the apachg
files.

The next step is toonfigurethe mod_perl sections of the apacbafiguration file.

Fire up the server witffoo/server/sbin/apachectl start , Look for the error reports at the

error_log file in case the server does not start up (No error message will be printed to the consolg!).

7.2 How can | tell whether mod_perl isrunning

There are a few ways. In older versions of apache ( < 1.3.6 ?) you could check that by htipding
-v , it no longer works. Now you should uedpd -I . Please notice that it is not enough to have
installed - you should of coursenfigureit for mod_perl and restart the server.

7.2.1 Testingbycheckng the error_logfile

Whenstaring the server, just check tieeror_log file for thefollowing message:
[Thu Dec 3 17:27:52 1998] [notice] Apache/1.3.1 (Unix) mod_perl/1.15 configured
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

-- resuming normal operations

7.2.2 Testingby viewing/perl-status

Assuming that you haveonfiguredthe<Loca tion  /perl-status > section in the servaeonfigura-
tion file fetch:jhttp://www.nowhere.com/perl-stajusing your favorite Netscape browser :-)

You should seeomehing like this:

Embedded Perl version 5.00502 for Apache/1.3.1 (Unix) mod_perl/1.19
process 50880, running since Tue Oct 6 14:31:45 1998

7.2.3 Testingviatelnet
Knowing the port you haveonfiguredapache to listen on, you can usket to talk directly to it.

Assuning that your mod_perl enabled server listens to port 8080, telnet to your server at port 808
typeHEAD / HTTP/1.0 then press the <ENTER> key TWICE:

% telnet localhost 8080<ENTER>
HEAD / HTTP/1.0<ENTER><ENTER>

You should see a response like this:

1%
N—r

t

D, and
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HTTP/1.1 200 OK

Date: Tue, 01 Dec 1998 12:27:52 GMT
Server: Apache/1.3.6 (Unix) mod_perl/1.19
Connection: close

Content-Type: text/html

Connection closed.

The line: Server: Apache/1.3.6 (Unix) mod_perl/1.19 --confirms that youdo have
mod_perl installed and its version Is19 . Of course in your case it would be the version you ha
installed.

However, just because you have got mod_perl linked in there, that does not mean that ymnfigave
uredyour server to handle Perl scripts with mod_perl. You will hawmidigureit first.

7.2.4 Testingvia a CGlscript

Another method is to invoke a CGl script which dumps the sergavisonment

Copy and paste the script below (no need for the first perl calling (shebang) line!). Let’'s say you named it

test.pl , saved it at the root of the CGI scripts and CGI root is mapped directly toetthe locaion
of your server.

print "Content-type: text/html\n\n";
print "Server’s environment<P>\n";
print "<TABLE>";
foreach ( keys %ENV ) {
print "<TR><TD>$_ </TD><TD>$ENV{$_}</TR></TD>";

}
print "</TABLE>";

Make itreadhbleand executable by server:

% chmod a+rx test.pl
(you will want to tunegermisionson the public host).

Now fetch the URLhttp://www.nowhere.com:8080/perl/test.pl (replace 8080 with the
port your mod_perl enabled serverlitenng to. You should sesomehing like this (thegeneated
output was trimmed):

SERVER_SOFTWARE Apache/1.3.6 (Unix) mod_perl/1.19
GATEWAY_INTERFACE CGI-Perl/1.1

REQUEST_METHOD GET

HTTP_ACCEPT image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*
MOD_PERL 1.19

REQUEST_URI Iperlitest.pl

SCRIPT_NAME Iperlitest.pl

[...snipped]
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Now if | run the same script in mod_cgi mo@enfiguredwith /cgi-bin Alias) (you will need to add
the perlinvocdion line #!/bin/perl for the above script) and fetch
http://www.nowhere.com/cgi-bin/test.pl

SERVER_SOFTWARE Apache/1.3.6 (Unix)
GATEWAY_INTERFACE CGl/1.1
[...snipped]

You will see that twovariables SERVER_SORWNVAREaNnd GATEWAY _INTERACE aredifferent from
the case above. This gives you a hint of how to tell in what mode you are running in your cgi scr
start all my cgi scripts that are mod_perl aware with:

BEGIN {
# Auto-detect if we are running under mod_perl or CGI.
$USE_MOD_PERL = ((exists SENV{GATEWAY_INTERFACE'}
and $SENV{GATEWAY_INTERFACE'} =~ /CGlI-Perl/)
or exists $SENV{'MOD_PERL"} );
# perl5.004 is a must under mod_perl
require 5.004 if SJUSE_MOD_PERL;

}

You might wonder why in the world you would need to know in what mode you are running. For ex3
you will want to uséApache::exit() and notCORE::exit() in your modules, but if you think that
your script might be used in bodnvironments(mod_cgi vs. mod_perl), you will have twveride the
exit()  subrouine and to make the runtimgecsion of what method you will use. Not that if you rurn
scripts undeApache::Registry handler, it takes care oleriding theexit()  call for you, so it's
not an issue if this is your case.

7.2.5 Testingvia lwp-request

Yet another one. Why do | show all these approaches? While here they are serving a very simple g
they can be helpful in othsituations

Assuning you have thdibwww-perl (LWB package installed (you will need it installed in order to

pass mod_perI'make test anyway):

% lwp-request -e -d |http://www.nowhere.com |

Will show you all the headers. (Th& option disablegrinting the response content.)

% Iwp-request -e -d [nttp://www.nowhere.com || egrep '"Server:’

To see the server’s version only.

Usehttp://www.nowhere.com:port_number if your server idistenng to a non-default 80 port.

ipts. |

mple

urpose,
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7.3 lIs it possible to install and use apache/mod_perl without having a root access? Stas Bekman

7.3 Is it possble to install and use apache/mod_perl without
having a rootaccess?

Yes, no problem with that. Follow thestalation instrudionsand when you encount&PACI_ARGSuse
your homediredory (or some othediredory which you have write access to) as a prefix, (e.
/home/stas/iwww ), andeventhing will be installed there. There is a chance that some perl libs will
not installed on your server by root and you will have to install these locally too. See
|http://www.singlesheaven.com/stas/TULARC/webtadsyfag.html#} for more informaion on local
perlinstalations.

You will not be able to have the server listen to a port lower then 1024 if you astariog it asroot |,
so choose a port number above 1024. (I use 8080 in most cases). Note that you will have to use
like http://www.nowhere.com:8080 in that case, but that is not a problem since usually users
not directly access URLs to CGl scripts, but rather are directed to them from a link on a web pags
the’ ACTION of a HTML form, so they should not know at all that the podiféerentfrom the default
port 80.

If you want your apache server to stantanaically on system reboot, you will need to invoke the serv,
startup script fromsomevhere within the init scripts on your host. This is ofteomeavhere under
letc/rc.d , but this path can vagepenthg upon the flavor of Unix you are using.

One moraemportantthing to keep in mind is system resources. mod_perl is memory hungry -- if you 1
lot of mod_perl processes on a public, multiuser @molicated machine -- most likely the systesdmin
istrator of the host will ask you to use less resources and even to shut down your mod_perl server
find another home for it. You have a feaiuions

® Reduce resources usage.
® Ask your ISP if you can put@edicatedmachine into their computer room and be root there.

® | ook for another ISP with lots of resources or one that supports mod_perl. You can find a |
these ISP ghttp://perl.apache.org

7.4 1s it possble to determine which options were given to
modperl’'s Makefile.PL

It is possble to detemine which options were given to modperRéakefile .PL during theconfigura-
tion stage, so to be used later@creting the same build tree wheabuildng the server. This iglevant
only if you did not use the default confarangtersand altered some of them during denfiguration
stage.

| was into this problem many times. | am going to bsidnghing by passing some non-defaphlrane-
tersto the config script and then later when | need to rebuild the tool either to upgrade it or to ma
idertical copy at another machine, | would find that | do remhenber whatparaneters| altered.

g.
b
the

a URL
do
b Or as

un a

and to

ist of

ke an
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mod_perl tutorial: Installation Notes 7.5 Server Installation problems

The bestsoluion for this problem is to prepare the run file with all frerangtersthat are about to be
used and then run it instead of typing it all by hand. So later | will have the script handy to be reused.

mod_perl suggests using theakepl_args.mod_perl file which comes with mod_pedistribution.
This is the file where you should specify all fl@rangtersyou are going to use.

But if you have foungourself with a compiled tool and no traces of gpedfied parangtersleft, usually
you can still find them out, if the sources were matke clean ’'d. You will find the apache specific
paranetersin apache_x.x.x/config.status and modperl’s at in
mod_perl_x.xx/apaci/mod_perl.config

7.5 Serverlnstallation problems

7.5.1 maketestfails

There are twaonfiguration paraneters PREP_HTTPEandDO_HTTPDthat you can use in:

perl Makefile.PL [options]

DO_HTTPD=1Imeans default toy’ for the two apache’sonfig ure utility prompts: (a) 'which source
tree toconfigure against’ and (b) 'whether to build the httpd in that tré&REP_HTTPD=Just means
default’n’ to the second prompt -- meanirdp not build httpd (make) in the apache souree In other

words if you usePREP_HTTPD=1the httpd will be not build. It will be build only if you use
DO_HTTPD=loption and not useREP_HTTPD=1

If you did not build the httpd, chdir to the apache source, and execute:
make

Then return to the mod_perl source and run:

make test
make install

Note that you would have to do the same if you do not ARSCHE_PREFIX=/path_to_instal -
la tion _prefix during theperl Makefile .PL [options] stage.

7.5.2 mod_perl.cisincompatble with this version ofapache

You will see this message when you try to run a httpd, if you have had a stale old apache header layout in
one of theinclude paths during the build process. Do ffurd (orlocate ) utility in order to locate
ap_mmn.h file. In my case | have had/asr/local/include/ap_mmn.h which was installed by
RedHat install process. If this is the case get rid of it, and rebuild it again.

For all RH fans, before you are going to build the apachmbsgelf, do:
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7.5.3 Should | rebuild mod_perl if | have upgraded my perl? Stas Bekman

rpm -e apache

to remove the pre-installed package first!

7.5.3 Should| rebuild mod_perl if | have upgraded nmyerl?

Yes, you should. You have to rebuild mod_perl enabled server since it has a hardadbidadhich

points to the old perl and it is obeably linked to the an oldibperl library. You can try to modify the
@INCin the startup script (if you keep the old perl version around), but it is better to build a fresh gne to
save you a mess.

;0)
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8 Server Configuration

8 Server Configuration
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8.1 mod_perl Specific Configuration Stas Bekman

8.1 mod_perl SpecificConfiguration

The next step aftdsuilding and installing your new mod_perl enabled apache servercinf@ure the
server. To learn how to modify apachetnfiguration files, please refer to th#ocumertation included
with the apachelistribution, or just view the files irtonf diredory and follow theinstrudionsin these
files - theembediedcomments within the file do a good jobenfplairing the options.

Before you start with mod_perl specitionfiguration, first configure apache, and see that it works. Whe
done, return here to continue...

[ Note that prior to version 1.3.4, the default apache install used dbrdiguration files -- httpd.conf,

srm.conf, andaccess.confThe 1.3.4 version begatistribuing the configuration diredivesin a single
file -- httpd.conf. Theremairder of this chapter refers to thecation of theconfiguration diredives using
their histotical locétion. ]

8.1.1 Alias Configurations
First, you need to specify thecaionson a file-system for the scripts to be found.

Add thefollowing configuration diredives

# for plain cgi-bin:
ScriptAlias /cgi-bin/ /usr/local/myproject/cgi/

# for Apache::Registry mode
Alias /perl/ lusr/local/myproject/cgi/

# Apache::PerlRun mode
Alias /cgi-perl/ /usr/local/myproject/cgi/

Alias provides a mapping of URL to file system object unahed_perl . Scrip tAl ias is being
used formod_cqgi .

Alias defines the start of the URL path to the script yourefeendng. For example, using the above
configuration, fetching http://www.nowhere.com/perl/test.pl , Will cause the server to look
for the filetest.pl at/usr/local/mypro ject /cgi , and execute it as #pache::Registry

script if we defineApache::Registry to be the handler dperl locaion (see below). The URL
http://www.nowhere.com/perl/test.pl will be mapped to /usr/local/mypro -

ject [cqiltest.pl . This means that you can have all your CGls located at the same place at the

file-system, and call the script in any of three modes simpkhlandgng thediredory namecompamentof
the URL (cgi-bin|perl|cgi-perl ) - is not this neat? (That is tlkeenfiguration you see above - all
three Aliases point to the sardgedory within your file system, but of course they candiféereny. If
your script does not seem to be working while running under mod_perl, you can easily call the sg
straight mod_cgi mode without making any script changes (in most cases), but rathemiyg the
URL you invoke it by.

ript in
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FYI: for modperlScrip tAl ias is the same thing as:

Alias /foo/ /path/to/foo/
SetHandler cgi-handler

where SetHandler  cgi-handler invokes mod_cgi. The latter will bevemritten if you enable
Apache::Registry . In other wordsScrip tAl ias does not work for mod_perl, it only appears tp
work when theaddtional configuration is in there. If theApache::Registry configuration came

before theScrip tAl ias , scripts would be run under mod_cgi. While han8lgrip tAl ias is a
known kludge, always better to uabas andSetHandler

Of course you can choose any other Alias (you will use it latettpd.conf ), you can choose to use
all three modes or only one of these (ltiglesirableto run plain cgi-bin scripts from a mod_perl-enable|
server - the price is too high, it is better to run these on plain apache server.

o

8.1.2 Location Configuration

Now we will work with thehttpd.conf file. I add all the mod_perl stuff at the end of the file, after the
native apacheonfigurations

First we add:

<Location /perl>
#AllowOverride None
SetHandler perl-script
Perl[Handler Apache::Registry
Options ExecCGlI
allow from all
PerlSendHeader On

</Location>

This configuration causes all scripts that are called witfparl  path prefix to be executed under th
Apache::Registry module and as a CGI (so teeecCGl, if you omit this option the script will be
printed to the caller’s browser as a plain texpassbly will trigger a 'Save-As’ window).

D

PerlSend Header Ontells the server to send an HTTP header to the browser on everyirsapizt
tion. You will want to turn this off for nph (non-parsed-headers) sciggdSend Header Onmeans
to callap_send_http_header() after parsing your script headers. It is only meant for @@lla
tion, its always better to useGl- header> fromCGl.pm module or$r-&gt;send_http_header
directly.

RemenbertheAlias from the section above? We must use the saliae here, if you uséoca tion
that does not have the sakas defined insrm.conf , the server will fail to locate the script in the
file system. (We are talking about scrgtecuion here -- there are cases wheoeation is somehing
that is being executed by the server itself, without havingdnespondng file, like /perl-status
location.)
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8.1.3 PerlFreshRestart Stas Bekman

Note thatsomédimesyou will have to add :

PerlIModule Apache::Registry

before you specify thiacation that use?pache::Registry as aPerl Handler . Basically you can
start running the scripts in thgache::Registry mode...

You have nothing to do abolagi-bin location (mod_cgi), since it has nothing to do with mod_ perl.

Here is a similalocation configuration for Apache::PerlRun

<Location /cgi-perl>
#AllowOverride None
SetHandler perl-script
PerlHandler Apache::PerlRun
Options ExecCGl
allow from all
PerlISendHeader On

</Location>

8.1.3 PerlFreshRestart

To reload Perl Require , PerlMod ule, other use() 'd modules and flush the
Apache::Registry cache on server restart, add:
PerlFreshRestart On

8.1.4 /perl-statuslocation

A very useful feature. You can watch what happens to the perl guts of the server. Below you will fir
instrudions of configuration and usage of this feature

8.1.4.1 Configuration

Add this tohttpd.conf

<Location /perl-status>
SetHandler perl-script
Perl[Handler Apache::Status
order deny,allow
#deny from all
#allow from

</Location>

If you are going to usApache::Status . It's importantto put it as a first module in the start-up file, o
in thehttpd.conf (afterApache::Registry ):

# startup.pl

use Apache::Registry ();
use Apache::Status ();
use Apache::DBI ();

d the

=
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mod_perl tutorial: Server Configuration 8.1.5 PerlSetVar, PerlSetEnv and PerlPassEnv

If you don’t putApache::Status beforeApache::DBI then you don’t gef\pache::DBI ’s menu
entry in status.

8.1.4.2 Usage

Assuming that your mod_perl server listens to port 81, fgtith://www.nowhere.com:81/perl-stafus

Embedded Perl version 5.00502 for Apache/1.3.2 (Unix) mod_perl/1.16
process 187138, running since Thu Nov 19 09:50:33 1998

This is the linked menu that you should see:

Signal Handlers

Enabled mod_perl Hooks
PerlRequire’'d Files
Environment

Perl Section Configuration
Loaded Modules

Perl Configuration

ISA Tree

Inheritance Tree
Compiled Registry Scripts
Symbol Table Dump

Let’s follow for example PerlRequire’d Files -- we see:

PerlRequire Location
/usr/myproject/lib/apache-startup.pl /usr/myproject/lib/apache-startup.pl

From some menus you can continue deeper to peek at thatperalsof the server, to watch the values

of the globalvariablesin thepaclkages to the list of cached scripts and modules and much more. Just ¢
around...

8.1.4.3 Compiled Registry Scripts section seems to Empty.

Somdimeswhen you fetchperl-status you and follow theCompiled Registry Scripts link from
the status menu -- you see no listing of scripts at all. Thidbsgutely correct --Apache::Status
shows the registry scripts compiled in the httpd child which is serving your requgstestatus

If a child has not compiled yet the script you are asking/fer]-status will just show you the main
menu. This usually happens when the child was just spawned.

8.1.5 PerlSeVar, PerlSetEnv andPerlPassEnv

PerlSetEnv key val
PerlPassEnv key

Perl PassEnv passesPerlSetEnv sets and passes tBdVironmentvariablesto your scripts. you
can access them in your scripts thro@gEN\(e.g.SENV{"key"} ).

b
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8.1.6 perl-startup file Stas Bekman

PerlSet Var is very similar toPerlSetEnv , but you extract it with another method. In <Perl
sections:

push @{ $Location{"/"}->{PerlSetVar} }, [ 'FOO' => BAR |;
and in the code you read it with:
my $r = Apache->request;

print $r->dir_config(FOO’);

8.1.6 perl-startupfile

Since many times you have to add many geddivesto theconfiguration file, it can be a good idea to
put all of these into a one file, so tleenfiguration file will be cleaner. Add thdollowing line to
httpd.conf

# startup.perl loads all functions that we want to use within
# mod_perl
Perlrequire /path/to/startup.pl

before the rest of the mod_pednfiguration diredives

Also you can calperl -c perl-startup to test the file’s syntax. What does this take?

8.1.6.1 Sampleperl-startup file

An example of perl-startup file:
use strict;

# extend @INC if needed
use lib gw(/dir/foo /dir/bar);

# make sure we are in a sane environment.
$ENV{GATEWAY_INTERFACE} =~ /*CGI-Perl/
or die "GATEWAY_INTERFACE not Perl!";

# for things in the "/perl" URL
use Apache::Registry;

#load perl modules of your choice here

#this code is interpreted *once* when the server starts
use LWP::UserAgent ();

use DBI ();

# tell me more about warnings
use Carp ();
$SIG{ _WARN__} =\&Carp::cluck;

# Load CGl.pm and call its compile() method to precompile
# (but not to import) its autoloaded methods.

use CGlI ();

CGl->compile(’:all’);

\"4
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Note thatstaring with $CGI::VERSION 2.46, therecoomendedmethod topreconpile the code in
CGl.pm is:

use CGI gw(-compile :all);

But the old method is stilvailablefor backvard compaitbility.

8.1.6.2 What modules should you add to the startup file anevhy.

Modules that are being loaded at the server startup will be shared amongsialven so only one copy
of each module will be loaded, thus saving a lot of RAM for you. Usually | put most of the code | de
into modules and preload them from here. You can even preload your CGI script

Apache::Registry Loader and preopen the DBonnetionswith Apache::DBI

8.1.6.3 The confusion with use() clause at the servestartup?

Many people wonder, why there is a needdoplicaion of use() clause both in startup file and in the
script itself. Thequegion rises frommisurderstandng of theuse() operanduse() consists of two
other operands, namelgquire() andimport() . So when you write:

use Foo qw(bar);

perlactuwally does:

require Foo.pm;
import gw(bar);

When you write:

use Foo qw();

perlactually does:

require Foo.pm;
import qw();

which means that the caller does not want any symbols to be imported. Whynsgpthitsnt? Since some
modules hag@@EXPORS3et to a list of tags to be exported by default and when you write:

use Foo;

and think nothing is being imported, timeport()  call is being executed ampdobably some symbols do
being imported. See the docs/source of the modubpuation to make sure yowse() it correctly.
When you write your own modules, alwagesmenber that it's better to us&@EXPORT_Olkstead of
@EXPORTBince the former doesn’t export tags unless it was asked to.

Since the symbols that you might import into a startup’s sndptepacewill be visible by none of the
children scripts that needoo’s module exported tags have to pull it in like if you did not preléaol
at the startup file. For example, just because you hag@d Apache::Constants in the startup
script, does not mean you can haveftiewing handler:
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8.2 Running 'apachectl configtest’ or 'httpd -t’ Stas Bekman

package MyModule;

sub {
my $r = shift;

## Cool stuff goes here

return OK;
}

1;
You would either need to add:

use Apache::Constants gw( OK);

Orinstead ofeturn  OK; say:

return Apache::Constants::OK;

See the manpage/perldocBxporter andperimod for more onmport()

8.1.6.4 The confusion with defining globals instartup

Perl Require allows you to execute code that preloads modules and does more things. Impor
definedvariablesare visible in the scope of the startup file. It is a wrasgumgion that globalvariables
that were defined in the startup file, will becesible by child processes.

You do have to define/impoviariablesin your scripts and they will be visible inside a child process w
run this script. They will be not shared between siblifRsmener that every script is running in a
specially (uniquely) named package - so it cannot ac@e@blesfrom otherpackagesunless itinheiits
from them owse() ’s them.

8.2 Running 'apachectl configtest’ or ’httpd -t’

apachectl configtest tests theconfiguration file without staring the server. You can safely
modify theconfiguration file on yourprodudion server, if you run this test before you restart the serv
Of course it is not 100% error prone, but it will reveal any syntax errors you might do while editin
file.

"apachectl  configtest 'isthe same atttpd -t ' and itactwally executes the code in startup.pl
not just parses it<Perl > configuration has always started Perl during tleenfiguration read,
Perl{Require,Module} do so as well.

If you want your startup code to get a control over-thgconfigtest ) server launch, start the serve
configuration test with:

httpd -t -Dsyntax_check

ed or

y the

[
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and in your startup file, add (at the top):

return if Apache->define(’syntax_check’);

if you want to prevent the code in the file from being executed.

8.3 Perl Sections

With &lt;Perl&gt;&lt;/Perl&gt; sections, it ipossble to configure your server entirely in Perl.

<Perl> sections can contain *any* and as much Perl code as you wish. These sections are compile
special package whose symbol table mod_perl can then walk and grind the names and valuearbf P
abledstruduresthrough the apache cocenfiguration gears. Most of theonfigurations diredives can be

representedas scalar¢bscalar) or lists(@list). An @List inside these sections is simply converted into
spacedelimited string for you inside. Here is an example:

#httpd.conf
<Perl>
@PerlModule = gw(Mail::Send Devel::Peek);

#run the server as whoever starts it
$User = getpwuid($>) || $>;
$Group = getgrgid($)) || $);

$ServerAdmin = $User;

</Perl>

Block sections such ad.ocation ..</Locaion>> arerepresentedn a%Location hash, e.g.:

$Location{"/~dougm/"} = {
AuthUserFile => '/tmp/htpasswd’,
AuthType => 'Basic’,
AuthName =>'test’,
Directorylndex => [qw(index.html index.htm)],
Limit => {
METHODS =>'GET POST’,
require => 'user dougm’,
Ji
h

If a Directive can take two *or* threargumentsyou may push strings and the lowest numbeargts

mentswill be shifted off the@List or use arrayeferenceto handle any number greater than the

minimum for thatdiredive:

push @Redirect, "/foo", " |nttp://www.foo.com/" I;
push @Redirect, "/imdb", " |nttp://www.imdb.com/" I;
push @Redirect, [qw(temp “/here" " |nttp://www.there.com” DI

d into a
erl

a
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8.4 General pitfalls Stas Bekman

Other sectiortourterpartsinclude%Virtu al Host , %Direc tory and%Files .

To pass alenvironmentvariablesto thechildrenwith a singleconfiguration diredive, rather than listing
each one via PassEnverPassEnya<Perl> section could read in a file and:

push @PerlPassEnv, [$key => $val];

or

Apache->httpd_conf("PerlPassEnv $key $val*);

These aresomavhat simpleexanples but they should give you the basic idea. You can mix in any F
code your heart desires. Seg/httpd.conf.pl and eg/perl_sections.txt in mod_perl
distribution for someexanples

A tip for syntaxcheckng outside of httpd:

<Perl>
# Iperl

#... code here ...

__END__
</Perl>

Now you may run:

perl -cx httpd.conf

To enable<Perl > sections you should build mod_perl witarl Makefile.PL PERL_SECTIONS=1

8.4 General pitfalls

8.4.1 My cqi/perl code is being returned as a plain text instead of
being executed by thwebserver?

Check yourconfiguration files and make sure that the “ExecCGI” is turned on in yaanfigurations

<Location /perl>
SetHandler perl-script
Perl[Handler Apache::Registry
Options ExecCGlI
allow from all
PerlSendHeader On
</Location>
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mod_perl tutorial: Server Configuration 8.4.2 My script works under cgi-bin, but when called via mod_perl | see A 'Save-As’ prompt

8.4.2 My script works under cgi-bin, but when called via mod_perl |
see A 'Save-Asprompt

Did you putPerlSendHeader On in theconfiguration part of the<Locaion foo></Locdion>?
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mod_perl tutorial: Controlling and Monitoring the Server 9.1 Restarting techniques

9.1 Restarting techniques

All of thesetechiquesrequire that you know the server PID (Process ID). The easiest way to find the
is to look it up in the  httpd.pid file. With my configuration it exists as
lusr/apps/var/httpd_perl/run/httpd.pid . It's easy to discover where to look at, dhyeck
ing out the httpd.conf file. Open the file and locate the epitlfile

PidFile /usr/apps/var/httpd_perl/run/httpd.pid
Another way is to use thes andgrep utilities
% ps auxc | grep httpd_perl
or maybe:
% ps -ef | grep httpd_perl

This will produce a list of all httpd_perl (the parent anddhiédrer) processes. You are looking for the
parent process. If you run your server as root - you will easily locate it, since it belongs to root. If yd
the server as user, most likely all the processes will belong to that user (unless diéfiénextly in the
httpd.conf ), but it’s still easy to know 'who is the parent’ -- the one ofdmalkestsize...

You will notice many httpd_pegxecutdlesrunning on your system, but you should not send signals
any of them except the parent, whose pid is inRiaile . That is to say you shouldn’t ever need t

send signals to any process except the parent. There are three signals that you can send TieRbArent:

HUP, andUSR1

9.2 Impli cations of sending TERM, HUP, and USRL1 to the
server

We will conceltrate here on themplicaions of sending these signals to a mod_perl enabled server.
documertation on the implicaions of sending these signals to a plain Apache server
|http://www.apache.org/docs/stmpg.html| .

TERM Signal: stopnow

Sending th&ERM signal to the parent causes iifamediately attempt to kill off all of itschildren
This process may take several seconds to comgtdtewing which the parent itself exits. Any
requests in progress amminated and no further requests are served.

That's the moment that thaccunulated END blocks will be executed! Note that if you use

Apache::Registry or Apache::PerlRun , thenENDDblocks are being executed upon ead
request (at the end).

HUP Signal: restart now

PID

urun

to

For
see
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9.3 Using apachectl to control the server Stas Bekman

Sending theHUP signal to the parent causes it to kill offdtsildrenlike in TERM (Any requests in
progress aréerminated but the parent doesn’t exit. It re-readsdtsfiguration files, and re-opens
any log files. Then it spawns a new setbildrenandcontiruesserving hits.

The server will reread itsonfiguration files, flush all the compiled and preloaded modules, and re
any startup files. It'gquivalent to stogping, thenrestaring a server.

Note: If your configuration file has errors in it when you issue a restart then your parent will
restart but exit with an error. See below for a methaavofdng this.

USR1 Signal: graceful restart

TheUSR1signal causes the parent process to advisehitdrento exit after their current request (of
to exitimmediately if they’re not serving anything). The parent re-readsdtsfiguration files and
re-opens its log files. As each child dies off the parent replaces it with a child from tlyenesv
tion of theconfiguration, which begins serving new requeistenediately.

The only difference betweenUSR1 and HUP is that USR1 allows children to complete any
in-progress request prior to killing them off.

By default, if a server is restarted (&id -USR1 ‘cat logs/httpd.pid’ or with HUP
signal), Perl scripts and modules are not reloaded. To réledRequire’s, PerIModule’s, other
use() ’'d modules and flush th&pache::Registry cache, enable with this command:

PerlFreshRestart On (in httpd.conf)

It's worth mentioring that restart otermination cansomeéimes take quite a lot of time. Check out the
PERL_DESTRUCT_LEVEL=-Ioption during the mod_perConfig ure stage, which speeds this uf
and leads to more robuspeition in the face oprodems like running out of memory. It is only usable if
no significantcleanup has to be done by pENIDblocks andDESTROYnethods when the chilérmi
nates of course. Whatonsttutessignificantcleanup? Any change of state outside of the current prog
that would not be handled by tlpertng system itself. Seommiting databaséransadions is signifi-
cantbut closing arrdinaryfile isn't.

Some folks prefer to specify signals usmgmeical values, rather thasymbolcs. If you are looking for
these, check out youill(3) man page. My page points Ahasr/include/sys/signal.h , the
relevantentries are:

#define SIGHUP 1 /* hangup, generated when terminal disconnects */
#define SIGTERM 15 /* software termination signal */
#define SIGUSR1 30 /* user defined signal 1 */

9.3 Using apachectl to control theserver

Apache’sdistribution provides a nice script to control the server. It's caflpdchectland it's installed
into the saméocation with httpd. In our scenario - it's
lusr/apps/sbin/httpd_perl/apachectl

un

not

eSS
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Start httpd:
% /usr/apps/sbin/httpd_perl/apachectl start

Stop httpd:
% /usr/apps/sbin/httpd_perl/apachectl stop

Restart httpd if running by sendingséGHUP or start if not running:
% /usr/apps/sbhin/httpd_perl/apachectl restart

Do agracdul restart by sending@GUSR1 or start if not running:

% /usr/apps/sbin/httpd_perl/apachectl graceful

Do aconfiguration syntax test:

% /usr/apps/sbin/httpd_perl/apachectl configtest
See the next section for timaplication of the above calls.
Replacenhttpd_perl with httpd_docs  in the above calls to control thé¢pd_docsserver.
There are other options fapachect| usehelp option to see them all.

Its important to undestand that this script is based on the PID file which i
PIDFILE=/usr/apps/var/httpd_perl/run/httpd.pid . If you delete the file by hand -
apachectlwill fail to run.

Also, notice thatipachectlis suitableto use from within your Unix system’s startup files so that your w
server isautanaically restarted upon system reboot. Either copyapachectl file to the apprqriate
location (/etc/rc.d/rc3.d/S99apache works on my RedHat Linux system) or create a symlir
with that namepointing to the thecanoncal location. (If you do this, make certain that the script i
writable only by root -- the startup scripts have naivilegesduring initprocessg, and you don’t want
to be opening angecuity holes.)

9.4 SUID start-up scripts

For those who wants to uSJID startup script, here is an example for you. This scrigti to root,
and should be executable only by members of some special group at your site. Note the 10th line
“fixes an obscure error whestaring apache/mod_perl” by setting the real to #féedive UID. As
others have pointed out, it is the mismatch between the real amdfakitve UIDs that causes Perl to
croak on the -e switch.

Note that you must be using a version of Perl thebgrizesand emulates the suid bits in order for this to

work. The script will dadifferentthingsdepenihg on whether it is namestart_http , Stop_http
or restart_http . You can use symbolic links for this purpose.

1%

k

172
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#!/usr/bin/perl

# These constants will need to be adjusted.
$PID_FILE = 'Thome/www/logs/httpd.pid’;
$HTTPD = '/home/www/httpd -d /home/www’;

# These prevent taint warnings while running suid
$ENV{PATH}="/bin:/usr/bin’;
SENV{IFS}=";

# This sets the real to the effective ID, and prevents
# an obscure error when starting apache/mod_perl
$< =%

$(=$) = 0; # set the group to root too

# Do different things depending on our name
($name) = $0 =~ m|(["/]+)$];

if ($name eq 'start_http’) {
system $HTTPD and die "Unable to start HTTP";
print "HTTP started.\n";
exit O;

}

# extract the process id and confirm that it is numeric
$pid = ‘cat $PID_FILE';

$pid =~ /(\d+)/ or die "PID $pid not numeric";

$pid = $1,;

if ($name eq 'stop_http’) {
kill 'TERM’,$pid or die "Unable to signal HTTP";
print "HTTP stopped.\n";
exit 0;

}

if ($name eq 'restart_http’) {
kill 'HUP’,$pid or die "Unable to signal HTTP";
print "HTTP restarted.\n";
exit 0;

}

die "Script must be named start_http, stop_http, or restart_http.\n";

9.5 Monitoring the Server. Awatchdog.

With mod_perl many things can happen to your server. The worst onepiss$i@lity that the server will
die when you will be not around. As with any otksétical service you need to run some kindwatch
dog

One simplesoluion is to use a slightlynodified apachectlscript which | callecapache.wataffiog and to
put it into the crontab to be called every 30 minutes or even every minute - if @’'gical to make sure
the server will be up all the time.
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The crontab entry:

0,30 * * * * [path/to/the/apache.watchdog >/dev/null 2>&1

The script:
#!/bin/sh

# this script is a watchdog to see whether the server is online
# It tries to restart the server if it's
# down and sends an email alert to admin

# admin’s email
EMAIL=webmaster@somewhere.far
#EMAIL=root@localhost

# the path to your PID file
PIDFILE=/usr/apps/var/httpd_perl/run/httpd.pid

# the path to your httpd binary, including options if necessary
HTTPD=/usr/apps/shin/httpd_perl/httpd_perl

# check for pidfile
if [ -f SPIDFILE ] ; then
PID="‘cat $PIDFILE'

if kill -0 $PID; then
STATUS="httpd (pid $PID) running"

RUNNING=1
else
STATUS="httpd (pid $PID?) not running"
RUNNING=0
fi
else
STATUS="httpd (no pid file) not running”

RUNNING=0
fi

if [ SRUNNING -eq 0 ]; then
echo "$0 $ARG: httpd not running, trying to start”
if SHTTPD ; then
echo "$0 $ARG: httpd started”
mail $EMAIL -s "$0 $ARG: httpd started" </dev/null >& /dev/null
else
echo "$0 $ARG: httpd could not be started"
mail $EMAIL -s "$0 $ARG: httpd could not be started" </dev/null >& /dev/null
fi
fi

Another approactprobably even morgradical, is to use the codlWPperl package , to test the server b
trying to fetch someocument(script) served by the server. Why is it mpradical? While server can be
up as a process, it can be stuck and not working, So failing to gdo¢mentwill trigger restart, and
“probably” the problem will go away. (Just replacestart with restart in the
$restart_ command  below.
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Again we put this script into a crontab to call it every 30 minlRessomlly | call it every minute, to
fetch some very light script. Why so often? If your server starts to spin and trash your disk’s spac
multiply error messages. In a 5 minutes you might run out of free space, which might bring your sys
its knees. And most chances that no other child will be able to serve requests, since the system wil
busy, writing to arerror_log  file. Think big - if you running a heavy service, which is very fast, sin
you are running under mod_perl, adding one more request every minute, will be not felt by the se
all.

So we end up with crontab entry:

* * x * * [nath/to/the/watchdog.pl >/dev/null 2>&1

And thewatcldog itself:
#!/usr/local/bin/perl -w

use strict;

use diagnostics;

use URI::URL;

use LWP::MediaTypes qw(media_suffix);

my $VERSION ='0.01";
use vars qw($ua $proxy);

require LWP::UserAgent;
use HTTP::Status;

#tH Config #HHHHHHHEH
my $test_script_url ="’ |http://www.stas.com:81/perl/test.pl I;
my $monitor_email ='root@localhost’;

my $restart_command = '/usr/apps/sbin/httpd_perl/apachectl start’;
my $mail_program = /usr/lib/sendmail -t -n’;
HHAHHHHHHHHHHH

$ua =new LWP::UserAgent;
$ua->agent("$0/Stas " . $ua->agent);

# Uncomment the proxy if you don’t use it!

# $proxy=" |http://www-proxy.com” I:
$ua->proxy(http’, $proxy) if $proxy;

# If returns 1’ it's we are alive
exit 1 if checkurl($test_script_url);

# We have got the problem - the server seems to be down. Try to
# restart it.

my $status = system $restart_command;

# print "Status $status\n”;

my $message = ($status == 0)
? "Server was down and successfully restarted!"
1 "Server is down. Can't restart.";

my $subject = ($status == 0)
? "Attention! Webserver restarted"
: "Attention! Webserver is down. can't restart";

e with
tem to

| be too
ce

rver at
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# email the monitoring person

my $to = $monitor_email;

my $from = $monitor_email;
send_mail($from,$to,$subject,$message);

# input: URL to check
# output: 1 if success, o for fail
HHHHHHH AR R R RS
sub checkurl{

my ($url) = @_;

# Fetch document
my $res = $ua->request(HTTP::Request->new(GET => $url));

# Check the result status
return 1 if is_success($res->code);

# failed
return O;
}# end of sub checkurl

# sends email about the problem

HHHHHHH AR R RS

sub send_mail{
my($from,$to,$subject,$messagebody) = @_;

open MAIL, "|$mail_program"
or die "Can’t open a pipe to a $mail_program :$\n";

print MAIL <<__END_OF_MAIL__;
To: $to
From: $from
Subject: $subject
$messagebody

__END_OF MAIL__

close MAIL;
}

9.6 Running server in a singlemode

Often whiledevebping new code, you will want to run the server in single process mode. Runnin
single process mode inhibits the server fraaemaizing”, allowing you to run it more easily under
debugyer control.

% /usr/apps/sbin/httpd_perl/httpd_perl -X

When you execute the above the server will run in ti{gofgground of the shell you have called it from.
So to kill you just kill it withCtrl-C .

g in
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Note that in-X mode the server will run very slowly whifetching images. If you use Netscape whilg
your server is running in single-process mode, HTTHEgpAlive feature gets in the way. Netscap
tries to opermmultiple connetions and keep them open. Because there is only one server pistagsy,
eachconnetion has to time-out before the next succeeds. TurrKe#pAlive in httpd.conf to
avoid this effect whiledevebping or you can presSTOP after a few second@ssunng you use the
image size params, so the Netscape will be able to render the rest of the page).

In addtion you should know that when running witK you will not see any control messages that the

parent server normally writes to the error_log. (Like “server started, server stopped and etc”.)
httpd -X causes the server to handle all requests itself, without forkingclaitdren there is no
controling parent to write status messages.

9.7 Starting a personal server for eacluevebper

If you are the onlylevebperworking on the specific server:port - you havepnoblems since you have a
complete control over the server. However, many times you have a gralgveifpers who need to
concurently develop their own mod_perl scripts. This means that each one will want to have contro
the server - to kill it, to run it in single server mode, to restart it again, etc., as well to have control oy
locaion of the log files and othezonfiguration settings likeMaxClients, etc. You can work around this
problem byprepamg a few httpd.conf file and forcing eadevebperto use:

httpd_per! -f /path/to/httpd.conf

| have approached it in other way. | have usedEhp@ram eter startup option of the server. | call my
version of the server

% http_perl -Dsbekman

In httpd.conf | wrote:

# Personal development Server for sbekman

# sbekman use the server running on port 8000
<IfDefine sbhekman>

Port 8000

PidFile /usr/apps/var/httpd_perl/run/httpd.pid.sbekman
ErrorLog /usr/apps/var/httpd_perl/logs/error_log.sbekman
Timeout 300

KeepAlive On

MinSpareServers 2

MaxSpareServers 2

StartServers 1

MaxClients 3

MaxRequestsPerChild 15

</IfDefine>

# Personal development Server for userfoo

# userfoo use the server running on port 8001
<IfDefine userfoo>

Port 8001

PidFile /usr/apps/var/httpd_perl/run/httpd.pid.userfoo
ErrorLog /usr/apps/var/httpd_perl/logs/error_log.userfoo

D

Since
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Timeout 300

KeepAlive Off
MinSpareServers 1
MaxSpareServers 2
StartServers 1
MaxClients 5
MaxRequestsPerChild 0
</IfDefine>

What we have achieved with thechmique Full control over start/stop, numberdfildren sepaateerror
log file, and portseledion. This saves me from getting called every few minutes - “Stas, I'm going
restart the server”.

To make things even easier. (In the abosemique you have to discover the PID of your parer
httpd_perl process - written fasr/apps/var/httpd_perl/run/httpd.pid.userfoo ) . We
change theapachectl script to do the work for us. We make a copy for edewebper called
apachectl.usenameand we change 2 lines in script:

PIDFILE=/usr/apps/var/httpd_perl/run/httpd.pid.sbekman
HTTPD="/usr/apps/sbin/httpd_perl/httpd_perl -Dsbekman’

Of course you think you can use only one control file and know who is calling by using uid, but sinc
have to be root to start the server - it is not so simple.

The last thing was to letevebpersan option to run in single process mode by:

lusr/apps/sbin/httpd_perl/httpd_perl -Dsbhekman -X

In addtion to making life easier, we decided to uskitive links everywherein the static docéncluding
the calls to CGls). You may ask how using téketive link you will get to the right server? Very simple A
we have utilized the mod_rewrite to solve pubdems

In access.conf of the httpd_docs server we havefdhewing code: (you have ta@onfigure your
httpd_docs server withenable-module=rewrite )

# sbekman’ server

# port = 8000

RewriteCond %{REQUEST_URI} */(perl|cgi-perl)

RewriteCond %{REMOTE_ADDR} 123.34.45.56

RewriteRule (.*) |nttp://ourserver.com:8000/ B1[R,L]

# userfoo’s server

# port = 8001

RewriteCond %{REQUEST_URI} *(perl|cgi-perl)
RewriteCond %{REMOTE_ADDR} 123.34.45.57

RewriteRule "(.*) |nttp://ourserver.com:8001/ B1[R,L]
# all the rest

RewriteCond %{REQUEST_URI} */(perl|cgi-perl)

RewriteRule (.*) |nttp://ourserver.com:81/ Bl [R]

to

—
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9.8 Wrapper to emulate the server environment Stas Bekman

where IP numbers are the IPs of ttlevebper client machines (where they are running their wg
browser.) (I have tried to us®eMOTE_USEBInce we have all the userstheicatedbut it did not work
for me)

So if | have a relaive URL like /perlitest.pl written in some html or even
http://www.nowhere.com/perl/test.pl in my case (user at machinesiifekman) it will be
redirectedby httpd_docs taittp://www.nowhere.com:8000/perl/test.pl

Of course you have another problem: The @&heatessome html, which should be called again. If it

geneatesa URL with hard coded PORT the above scheme will not work. Thestitibns

First, geneaterelaive URL so it will reuse théecmique above, withredirect (which istrangarent for
user) but it will not work if you haveomehing to POST(redirectlooses all the datal).

Second, use a generabnfiguration module which geneates a correct full URL accordng to
REMOTE_USERo if$SENV{REMOTE_USER} eq 'sbekman’ , | return
http://www.nowhere.com:8000/perl/ ascgi_base url . Again this will work if the user is
authenicated

All this is good fordevebpment It is better to use the full URLs produdion, since if you have a static
form and theAction is relaive but the statiddocumentlocated on another servgmesing the form’s
submit will cause aedirectto mod_perl server, but all the form’s data will be lost duringédeect

9.8 Wrapper to emulate the serveenvironment

Many times you start offlebuging your script by running it from your favorite sheBomeimes you

encounter a very weirsituation when script runs from the shell but dies when called as a CGI. The
problem lies in thalifferencebetween thenvironmentthat is being used by your server and your she
An example can be @ifferentperl path or havin®ERL5LIB envvariablewhich includes paths that are
not in the@INCof the perl compiled with mod_perl server amhfiguredduring the startup.

The bestebuging approach is to write a wrapper that emulates the exaaonmentof the server, by
first deleing the environmentvariableslike PERL5LIB and calling the same perl binary that it is bein
used by the server. Next, set #n@vironmentidertical to the server's by copying the perl rdimedives

from server startup armcbnfiguration files. It will also allow you to remove completely the first line of the

script - since mod_perl skips it and the wrapper knows how to call the script.

Below is the example of such a script. Note that we forceTivewhen we call the real script. (I have
also added the ability to pass params, which will not happen when you call the cgi from the web)

#!/usr/apps/bin/perl -w

# This is a wrapper example

# It simulates the web server environment by setting the @INC and other
# stuff, so what will run under this wrapper will run under web and

# vice versa.

#

122 26 Feb 2000

b

real
Il.



mod_perl tutorial: Controlling and Monitoring the Server 9.9 Log Rotation

# Usage: wrap.pl some_cgi.pl
#

BEGIN{
use vars qw($basedir);
$basedir = "/usr/apps";

# we want to make a complete emulation, so we must remove the
# user’s environment

@INC = ();

# local perl libs
push @INC, ("$basedir/lib/perl5/5.00502/aix",
"$basedir/lib/perl5/5.00502",
"$basedir/lib/perl5/site_perl/5.005/aix",
"$basedir/lib/perl5/site_perl/5.005",
)i
}

use strict;
use File::Basename;

# process the passed params
my $cgi = shift || ”;
my $params = (@ARGV) ? join(" ", @ARGV) : ”;

die "Usage:\n\t$0 some_cgi.pl\n" unless $cgi;

# Set the environment
my $PERLS5LIB = join ":", @INC;

# if the path includes the directory we extract it and chdir there
if ($cgi =~ m|/|) {

my $dirname = dirname($cgi);

chdir $dirname or die "Can’t chdir to $dirname: $! \n";

$cgi =~ m|$dirname/(.*)];

$cgi = $1;
}

# run the cgi from the script’s directory
# Note that we invoke warnings and Taintness ON!!!
system qg{$basedir/bin/perl -ISPERL5LIB -Tw $cgi $params};

9.9 Log Rotation

A little bit off topic but good to know and use with mod_perl where your error_log can grow
10-100Mb per day rate if your scripts spit out lotsvafrnings..

To rotate the logs do:

mv access_log access_log.renamed

kill -HUP ‘cat httpd.pid"

sleep 10; # allow some children to complete requests and logging
# now it's safe to use access_log.renamed

at a
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The effect ofSIGUSR1 andSIGHUP is detailed infhttp://www.apache.org/docs/simpg.html] .

| use this script:
#!/usr/apps/bin/perl -Tw
# this script does a log rotation. Called from crontab.

use strict;
$ENV{PATH}="/bin:/usr/bin’;

### configuration

my @logfiles = qw(access_log error_log);

umask O;

my $server = "httpd_perl";

my $logs_dir = "/usr/apps/var/$server/logs";

my $restart_command = "/usr/apps/sbin/$server/apachectl restart";
my $gzip_exec = "/usr/intel/bin/gzip";

my ($sec,$min,$hour,$mday,$mon,$year) = localtime(time);
my $time = sprintf "%0.2d.%0.2d.960.2d-%0.2d.%0.2d.%0.2d", $year,++$mon,$Smday,Shour,$min,$sec;
$N=""$time;

# rename log files
chdir $logs_dir;
@ARGV = @Ilodfiles;
while (<>) {

close ARGV,
}

# now restart the server so the logs will be restarted
system $restart_command;

# compress log files
foreach (@lodfiles) {
system "$gzip_exec $_.$time";

}

Randal L. Schwartz contributed this:

Cron fires off setuid script called log-roller that looks like this:

#1/usr/bin/perl -Tw
use strict;
use File::Basename;

$ENV{PATH} = "/usr/ucb:/bin:/usr/bin";

my $ROOT = "/WWW/apache"; # names are relative to this

my $CONF = "$ROOT/conf/httpd.conf"; # master conf

my $MIDNIGHT = "MIDNIGHT"; # name of program in each logdir

my ($user_id, $group_id, $pidfile); # will be set during parse of conf
die "not running as root" if $>;

chdir $ROOT or die "Cannot chdir $ROOT: $!";

my %midnights;
open CONF, "<$CONF" or die "Cannot open $CONF: $!";

124
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while (<CONF>) {
if (/"User (\w+)/i) {
$user_id = getpwnam($1);
next;

}

if (I"Group (\w+)/i) {
$group_id = getgrnam($1);
next;

}
if (I"PidFile (.*)/i) {
$pidfile = $1;
next;
}
next unless /AErrorLog (.*)/i;
my $midnight = (dirname $1)."/$MIDNIGHT";
next unless -x $midnight;
$midnights{$midnight}++;

}
close CONF;

die "missing User definition" unless defined $user_id;
die "missing Group definition" unless defined $group_id;
die "missing PidFile definition" unless defined $pidfile;

open PID, $pidfile or die "Cannot open $pidfile: $!";

<PID> =~ /(\d+)/;

my $httpd_pid = $1;

close PID;

die "missing pid definition" unless defined $httpd_pid and $httpd_pid;
kill 0, $httpd_pid or die "cannot find pid $httpd_pid: $!";

for (sort keys %midnights) {
defined(my $pid = fork) or die "cannot fork: $!";
if ($pid) {
## parent:
waitpid $pid, O;
}else {
my $dir = dirname $_;
($(,9)) = ($group_id,$group_id);
($<,$>) = ($user_id,Suser_id);
chdir $dir or die "cannot chdir $dir: $!";
exec "./$MIDNIGHT";
die "cannot exec $MIDNIGHT: $!";
}
}

kill 1, $httpd_pid or die "Cannot sighup $httpd_pid: $!";

And thenindividual MIDNIGHT scripts can look like this:
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#l/usr/bin/perl -Tw
use strict;

die "bad guy" unless getpwuid($<) =~ /*(root|nobody)$/;
my @LOGFILES = qw(access_log error_log);
umask 0O;
$M =" time;
@ARGV = @LOGFILES;
while (<>) {
close ARGV,
}

Can you spot theecuity holes? Our trusted user base can’t or won't. :) But these shouldn’t be us
in hostilesituations.

9.10 Preventing from modperl process from goingwild

Soméimescalling anunddined subrodine in a module can cause a tight loop that consumes all mem
Here is a way to catch such errors. Define an autaobobdine:

sub UNIVERSAL::AUTOLOAD {

my $class = shift;

warn "$class can't \SUNIVERSAL::AUTOLOAD!\n";
}

It will produce a nice error in error_log, giving the line number of the call and the nameurfdtieed
subrodine.

Somdimes an error happens and causes the server to write millions of lines interyourlog  file
and in a few minutes to put your server down on its knees. For example | get acardrack
called exit show up in my error_log file many times. Téor _log  file grows to 300 Mbytes in
size in a few minutes. You should run a cron job to make sure this does not happen and if it does
care of it. Andreas J. Koenig is running this shell script every minute:

S='ls -s /usr/local/apache/logs/error_log | awk '{print $1}"
if ["$S" -gt 100000 ] ; then

letc/rc.d/init.d/httpd restart

date | /bin/mail -s "error_log $S kB on inx" myemail@domain.com
fi

It seems that his script will trigger restart every minute, since once the logfile grows to be of 100000
it will stay of this size, unless you remove or rename it, before you do restart. On my servewhtah a
dog every five minutes which restarts the server if it is getting stuck (it always works since when
modperl child process goes wild, the I/O it causes is so heavy that other brother processes cannot 1
to serve the requests.)

Also check out thelaemotools from|ftp://koobera.math.uic.edu/www/daemnoalshtml :

Dry.
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| cyclog writes a log to disk. It automatically synchronizes the log

| every 100KB (by default) to guarantee data integrity after a crash. It
| automatically rotates the log to keep it below 1MB (by default). If

| the disk fills up, cyclog pauses and then tries again, without losing

| any data.
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10 mod_perl and Relational Databases

128

26 Feb 2000




mod_perl tutorial: mod_perl and Relational Databases 10.1 Why Relational (SQL) Databases

10.1 Why Relational (SQL) Databases

Nowadaysmillions of users surf thintemet There are millions of Terabytes of data laying around. To

maniplate that data new smatéchiquesandtechologieswere invented. One of the majowertions
was arelaional database, which allows to search and modify hugestiatsgesin zero time. It useSQL
(StrucduredQuery Language) tmanipulate contents of these databases. Of course once we started tg
the web, we have found a need to write webrfacesto these databases and CGI was and is the mo
usedtecmology for building suchinterfaces The mainlimitation for a CGI script driving a database
versusapplicdion, is its statdessiess- on every request the CGI script hasniti ate a connetion to the
database, when the request is completecctimmedtion is lost. Apache::DBI  was written to remove
this limitation. When you use it, you haveparsisent databaseonnetion over the process’ life. As you
undestandthis possble only with CGI running under mod_perl enabled server, since the child pro
does not quit when the request has been served. So when a mod_perl script needs to _talk_to a
he starts _talking_ right away, withoiaitiating a databaseonnetion first, Apache::DBI  worries to
provide a valicconnetion immediately. Of course the are more nuances, which will be talked about in
following sections.

10.2 Apache::DBI - Initi ate a persigent databaseconnedion

This moduleniti atesa persisentdatabaseonnedtion. It is possble only with mod_perl.

10.2.1 Introduction

When loading the DBI module (do not confuse this withApache::DBI module) it looks if theenvi
ronment variable GATEWAY_INTERFACE starts with 'CGI-Perl’ and if the modulépache::DBI
has been loaded. In this case every connect request will be forwarded\patie::DBI  module. This
looks if a database handle fronpreviousconnect request is already stored and if this handle is still va
using the ping method. If these twondtionsare fulfilled it just returns the database handle. If there is
appr@riate database handle or if the ping method fails, a cemnetion is estaltishedand the handle is
stored for later re-use. In other words when the script is run again from a child that has already
still) connected, théost/usemamépassvord is checked against the cache of opennetions and if one
is available uses that one. There is no need to deletaligEmect statenentsfrom your code. They
won't do anything because thgpache::DBlI  module oveldoads the discomect method with a NOP
(like an empty call).

You want to use this module if you are openirfg\a DB connetionsto the serverApache::DBI  will
make thenpersisentper child, so if you have 1¢hildrenand each opensdifferentconnetionsyou will
have in total 20 openguersisentconnetions Thus after initial connect you will save up t@nnetion
time for every connect request from your DBI module. Which is a huge benefit for the mod_perl a
server with high traffic of usexdeploying therelaional DB.

As you undestandyou must NOT use this module if you are opening a speoratetion for each of
your users, since each of them will sprsigentand in a short time the numberaoinnetions will be so
big that your machine will scream and die. If you want toApsgche::DBI  in bothsituations as of this
moment the onhavailablesoluion is to run 2 mod_perl servers, one usikmache::DBI  and one not.
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10.2.2 Configuration

After installing this module, theonfiguration is simple - add to thhttpd.conf the following direc
tive.

PerlIModule Apache::DBI
Note that it ismportant to load this module before any other ApacheDBI module !

You can skigpreloadng DBI, sinceApache::DBI  does that. But there is no harm if you leave it in.

10.2.3 Preopenng DBI connedions

If you want that when you call the script after server restartdheetion will be already preopened, you
should useonnect_on_init() method in the startup file to preload evepnnetion you are going
to use. For example:

Apache::DBI->connect_on_init
("DBl:mysql:myDB::myserver",
"username",

"passwd",

{

PrintError => 1, # warn() on errors

RaiseError => 0, # don’t die on error

AutoCommit => 1, # commit executes immediately
}
);

As noted before, it is wise to you this method only if you only want all of apache to be able to conn
the database server as one user (or few users).

10.2.4 Debugying Apache::DBI

If you are not sure this module is workingaatvetised you should enable the Debug mode in the start
script by:

$Apache::DBI::DEBUG = 1;

Since now on you will see in therror.log file when Apache::DBI initializes a connetion and
when it just returns it from its cache. Use tledowing command to see it in the real time (you
error.log file might be locate at differentpath):

tail -f /Jusr/local/apache/logs/error_log

| usealias (intcsh ) so I will not have taementerthe path:

alias err "tail -f /usr/local/apache/logs/error_log"

ect to
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Another approach is to add littpd.conf (which does the same):

PerIModule Apache::DebugDBI

10.2.5 Problemsand solutions
10.2.5.1 The morning bug

SQL server keeps trewnnetion to the client open for a limited period of time. So mdayebperswere
bitten by so calledMorning bug when every morning the first users to use the site wemeiving: No
Data Returned message, but thesventhing worked as usual. The error causedAmache::DBI
returring a handle of the invalidonnetion (server closed it because of timeout), and the script was dy
on that error. Thénfamousand welldocunentedin the man pageying() method wasntroducedto
solve this problem. But seems that people are still being beaten by this problem. Apbtiwm was
found - to rise the timeoytaraneter at the SQL server startup. Currently | startmpSQLserver with
safe_mysqgl script, so | have updated it to use this option:

nohup $ledir/mysqld [snipped other options] -O wait_timeout=172800
Where 172800 secs equal to 48 hours. And it works.

Note thatstaring from ver.0.82 , Apache::DBI implementsping inside theeval block, so if the
handle has been timed out, it shotddomectwithoutcreaing the morning bug.

10.2.5.2 Opening a connedion with differ ent parameters

Q: Currently 1 am running into a problem where | found out mdche::DBI insists that theonnee
tion will opened exactly the same way before it will decide to use a cacmeetion. I.e. if | have one
script that setdongReadlLen and one that does not, it will be tvdifferent connetions Instead of
having a max of 40 opagonnetions, | end up with 80.

A: indeed,Apache::DBI returns a cached database handle, if and only gaatingetersincluding all
options arddertical. But you are free to modify the handle right after you got it from the cadliate
the connetionsalways using the sanparangtersand setongReadlLen aftemwvards

10.2.5.3 Cannot find the DBI handler

Q: I cannot find the handler name with whichmanipulate my connetion; hence | seem to be unable tq
do anything to my database.

A: You did not useDBI::connect() as with usual DBI usage to get ydbolbh database handler.
Using theApache::DBI  does notliminatethe need to write a propBBI code. As the man page state
- you should program as if you did not uspache::DBI at all. Apache::DBI  will overide and
return you a cachetbnnetion. And in case ofliscon nect () call it will be just ignored.
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10.2.5.4 Apache:DBI does notwork
Make sure you have it installed.
Make sure yowonfiguredmod_perl withEVERYHING=L1.

Use the example scripy/startup.pl , just remove the comment from the line:

#use Apache::DebugDBI;

and adapt the connect string. Do not change anything in your scripts, foApsicige::DBI
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11.1 ISPsproviding mod_perl services - a fantasy oreality.

You have fallen in love with mod_perl from the first sight, since the moment you have installed it at
home box. But when you wanted to convert your CGI scripts, currently running on your favorite

your
ISPs

machine, to run under mod_perl - you haisowered your ISPs either have never heard of such a beast,

or refuse to install it for you.

You are an old sailor in the ISRishess you have seen it all, you know how many ISPs are out there
you know that the sales margins are too low to keep you happy. You are looking for some new ¢
almost no one provides, to attract more clients to become your usdms@dhuly to have a bigger slice
than aneighbor ISP.

If you are a user asking for a mod_perl service or anctBBidcering to provide this service, this section
should make things clear for both of you.

an ISP has 3 choices to choose from:

1. ISP cannot afford having a user, running scripts under mod_perl, on the main server, since it
very soon for one of the many reasons: either slgppgranming, or user testing just updated scrip)
which probebly has some syntax errors and etc, no need to explain why if ydarailéar with
mod_perlpecluiarities The only scripts thaCAN BE ALLOWED to use, are the ones that wer
written by ISP and are not beingodified by user (guest bookspurtersand etc - the sanstardard
scripts ISPproviding since they were born). So you have to N&yfor this choice.

and
service

vill die
t

11%

2. But, hey why | cannot let my user to run his own server, so | clean my hands off and do not carne how

dirty and sloppy user’s code (@ssunng that user is running the server by his avgename.

This option is fine as long as you are concerned about your new sysiairenents If you have
even some very limitedxpeiencewith mod_perl, you know that mod_perl enabled apache sery
while freeing up your CPU and lets you run scripts much much faster, has a huge memory de
(5-20 times the plain apache uses). The size depends on the codeslepgthessof the program
mer, possble memory leaks the code might have and all thattiplied by the number othildren
each server spawns. A very simple example : a sderaanihg 10Mb of memory which spawns 10
children already rises your memomgquirenents by 100Mb (the rearequirament are actually
smaller if your OS allows code sharing between processes pmd@mmer exploits these features
in her code). Nownultiply the received number by the number of users you intend to have and
will get the memoryrequiranents Since ISPs never say no, you better usepotsite approach -
think of a largest memory size you can afford then divide it by one usepsrenentsas | have
shown in example, and you will know how much mod_perl users you can afford :)

But who am | tgprognodicatehow much memory your user may use. Higuiranentfrom a single
server can be very modest, but do you know how many of servers he will run (after all she has
control over httpd.conf - and it has to be that way, since this isessstial for the user running
mod_perl)?

ers
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you
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All this rumbling about memory leads to a singleesion: Can you restrict user from using more
than X memory? Or anotheariation of the quegion: Assuning you have as much memory as you
want, can you charge user for the average memory usage?

If the answer for either of the abogeedgion is postive, you are all set and your clients will prize
your name for letting them run mod_perl! There are tools to restrict resources’ usage (Se¢e for
example man pages falimit(3) ,getr limit (2) ,setr limit (2) andsysconf(3) ).

If you have picked this choice, you have to provide your client:

e Shudown/startup scripts installed together with the rest of your daemon startup scripts| (e.g
letc/rc.d diredory) scripts, so when you reboot your machine user’s server will be correctly
shudownedand will be back online the moment your system comes back online. Also make
sure to start each server undsenamethe server belongs to, if you are not looking for a blg
trouble.

® Proxy (in a forward or httpdcceerator mode) services for user’s virtual host. Since user wiill
have to run her server amprivilegedport (>1024), you will have to forward all requests fron

)

user.given.virtual.host name:80 (which isuser.given.virtual.host name
without port - 80 is a default) tgour.machine.ip:port_assigned_to_user and
user to code his scripts to write selfrefeendng URLs to be of
user.given.virtual.host name base of course.

Letting user to run a mod_perl servenmediately adds arequiranent for user to be able to
restart ancconfigure their own server. But only root can bind port 80. That is why user has to
use ports numbers >1024.

® Another problem you will have to solve is how to assign ports between users. Since usér can
pick any port above 1024 to run his server on, you will have to make reguation here. A
simple example will stress th@portanceof this problem: | am enalicioususer or | just a rival
of some fellow who runs his own server on your ISP. All | should do is to find out what port his
server idistering to (e.g. with help ohetstat(8) ) andconfigure my own server to listen on
the same port. While | am unable to bind to this same port, imagine what will happen when you
reboot your system and my startup script happen to be run before my rivals! | get the port first,
now all requests will beedirectedto my server and let youmagnation go wild about what
nasty things might happen then. Of course the ugly things will be revealed pretty soon, but the
damage has been done.

3. A much better, but costlgolution is co-locaion. Let user to hook her (or ISP’s) stand alone machipe
into your network, and forget about this user. Of course either user or you will have to make all the
systemadmiristration chores and it will cost your client more money.

All in all, who are the people who seek the mod_perl support? The ones who run serious
projects/busiesseswho can afford a stand alone box, thus gaining their goal oastlfomy and
keeping their ISP happy. So money is nobbhstale.
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12.1 Tutorial’'s Sources

This tutorial is based on theod_perl Guide | wrote. The Guide includes many more details, | could n
include in this tutorial due to a limited time | have had. Read the complete guide online
|http://perl.apache.org/quide/

12.2 Acknowledgaments

| want to thank all the people who donated their time and efforts to make this amazing idea of mod|
reality. This includes DouylacEaclern the author of mod_perl and all tdevebperswho contributed
bug patches, modules and help. And of coursentileepus unseen users who helped to find bugs af
advacatethe mod_perl around the world.

12.3 Got into atrouble?

If after reading thavailable mod_perldocumentation listed below, you feel that yoguesion is not yet
answered, please ask the apache/mod_perl mailing list to help you. But first try to browse the maili
archive. Most of the time you will find the answer for yguesion by searcing the mailing list archive,
since there is a big chance someone else has akeadviteredthe same problem and foundaluion
for it. If you ignore this advice, do not be surprised if yquesion will be left unarswered- it bores
people to answer the sargaesion more than once. It does not mean that you should avoid agkasy
tions. Just do not abuse tlavailable help andRTFM before you call foHELP. (You have certainly
heard thanfamousfable of theshefherdboy and the wolves)

12.4 Get helped withmod_perl

mod_perl home

[http://perl.apache.org

Getting mod_perl

Get the latest mod_perl sources aodumertation from|http://perl.apache.oygTry the direcdown
load link |nhttp://perl.apache.org/dist/

Apache Modules Book

[http://www.modperl.cofis the home site of The Apache Modules Book, a book aiveaing Web
server modules using the Apache API, written by Lincoln Stein and Dlaggactern

Now you can purchase the book at your ldmabkstoreor from the online dealer. O'Reilly lists this
book as:

ot
at

| perl a

nd

ng list
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Writing Apache Modules with Perl and C
By Lincoln Stein & Doug MacEachern
1st Edition March 1999

1-56592-567-X, Order Number: 567X
746 pages, $34.95

O mod_perl Guide

by Stas Bekman gittp://perl.apache.org/guidle/

© mod_perl FAQ

by Frank Cringle ghttp://perl.apache.org/fdq/

O mod_perl performancetuning guide

by Vivek Khera ajnttp://perl.apache.org/tuning/

O mod_perl plugin referenceguide

by DougMacEacternathttp://perl.apache.org/src/mod_perl.Html

O Quick guide for moving from CGI to mod_perl

atlhttp://perl.apache.org/dist/cgi to mod perl.fhtml

O mod_perl_traps,common traps andsolutions for mod_perl users

atlhttp://perl.apache.org/dist/mod perl traps.html

O mod_perl Quick ReferenceCard

[http://www.refcards.copfApache and other refcards anailablefrom this link)

O mod_perl mailing list

The Apache/Perl mailing ligtmodperl@apache.oygs available for mod_perl users anddevebp-
ers to share ideas, solveroblems and discuss things related to mod_perl and the Apache::*
modules. To subscribe to this list, send maili@mjodomo@apache.orgvith emptySubject and
with Body::

subscribe modperl

A searchable mod_perl mailing list archive available at |http://forum.swarth
Imoreedu/epigone/modpériwWe owe it to Ken Williams.

Another arhivehttp://www.geocrawler.com/lists/3/web/182/0/
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12.5 Get helped with Perl

® Getting Perl

Perl is most likely already installed on your machine, but you should at least check the versig
using. It is highlyrecommendedthat you have at least perl version 5.004 or higher. You can get
latest perl version from |http://www.perl.conj/ . Try the direct download link
[http:/lwww.perl.com/pace/pub/peddcslatest.htnl. You can get a pedocumertation from the same
location.

® The Perl FAQ

[http://www.perl.com/CPAN/doc/FAQs/FAQ/PerlFAQ.himl

e perl home

[http://www.perl.cony/

® The Perl Journal

[http://www.tpj.comy/

® Perl Module Mechanics

[http://world.std.com/~swmcd/steven/perl/module _measdnml| - This page describes theechan
ics of creatng, compiling, releagng andmairtaining Perl modules.

12.6 Get helped with Perl/CGI

® Perl/CGI FAQ

atlhttp://www.perl.com/CPAN/doc/FAQs/cqi/perl-cqi-fag.hfml

® Answersto somebothering Perl and Perl/CGI quedions

|http://www.singlesheaven.com/stas/TULARC/webtadmyfag.htm|

e |[diot's Guide to CGI programming

[http://www.perl.com/CPAN/doc/FAQs/cgi/idiots-guide.html

o WWW Secuity FAQ

|http://www.w3.0rg/Sectty/Fag/www-sectity -fag.htm|

® CGl/Perl Taint Mode FAQ
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12.7 Get helped with Apache

® ApacheProject's Home

[nttp:/lwww.apache.ofg

e Getting apache

Get the latest apache webserver aodunertation from |http://www.apache.ofg Try the direct
downoad link |nhttp://www.apache.org/dist/

® Apache Quick ReferenceCard

[http:/lwww.refcards.copfApache and other refcards aneilablefrom this link)

® The ApacheFAQ

|http://www.apache.org/docs/misc/FAQ.html

® Apache Server Documentation

|http://www.apache.org/dog¢s/

® ApacheHandlers

|http://www.apache.org/docs/handler.Html

12.8 Get helped with DBI

® Perl DBI exanples

[nttp:/feskimo.tamu.edu/~|baker/dbi-exales htm| (by Jeffrey William Baker).

® DBI at Hermetica

|http://www.hermata.com/tecimologia/ DBI/|

e DBI mailing list infor mation

|http://www.fugue.com/dHdi/

® DBI mailing list archives

|http://outside.organic.com/mail-archives/dbi-ugers/
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® Persident connedions with mod_perl

|http://perl.apache.org/src/mod perl.htmI#PERFENT DATABASE CONNECQIONY

12.9 Get helped with Squid -Inter net Object Cache

Home page |http://squid.nlanr.ngt/

FAQ -|http://squid.nlanr.net/Squid/FAQ/FAQ.h{ml

Users Guide |http://squid.nlanr.net/Squid/Users-Gujde/

Mailing lists -|http://squid.nlanr.net/Squid/mailing-lists.hfml

12.10 Other Software that wasmentioned

e thttpd - tiny/turbo/throt tling HTTP server

|http://www.acme.com/softardthttpd]

® mod_proxy_add_forward

Ask Bjoern Hansen has writtem@od_proxy_add_forward.c module for Apache, that sets thg
X-Forwarded-For  field when doing @&roxyPass similar to what Squid can do. His patch is af:
|http://modules.apache.org/search?idsbR4fftp://ftp.netcetera.dk/pub/apache/

;0)
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